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Abstract
The increasing emphasis on sustainability in computing systems, ranging from small devices to large data centers, is 
fueled by environmental concerns. Moreover, ensuring cybersecurity in these interconnected networks demands the 
use of technologies such as resource-intensive cryptography and advanced intrusion detection systems. Our unique 
study investigates the integration of environmental sustainability into cybersecurity practices by identifying six pivotal 
themes through a textual analysis of related publications via machine learning based topic modeling. These themes 
highlight the convergence of cybersecurity with sustainable development goals (SDGs), particularly SDGs 7 (Afford-
able and Clean Energy), 9 (Industry, Innovation, and Infrastructure), and 8 (Decent Work and Economic Growth). These 
include the integration of sustainable cybersecurity measures in smart cities, sustainable digital protection strategies, 
the application of blockchain for cybersecurity in smart grids, and cybersecurity solutions for SMEs aimed at minimizing 
resource consumption. Additionally, the study explores multidisciplinary strategies and innovations across four perspec-
tives: adaptive frameworks that prioritize resilience and environmental consciousness, policy shifts for coordinated pro-
tection, the power of AI in intelligent threat detection, and the impact of emerging technologies on both security and 
environmental efficiency. These strategies advocate for an evolved approach that incorporates advanced technologies 
such as AI, IoT, and blockchain into resilient, sustainable cybersecurity frameworks. This study not only provides a com-
prehensive overview of the intersection of cybersecurity and sustainability but also serves as a guide for future research 
and practical applications in creating robust, environmentally friendly cybersecurity practices.

Article highlights

• Explores sustainable cybersecurity aligned with SDGs 7, 8, and 9 using machine learning topic modeling.
• Highlights blockchain, AI, and IoT in cybersecurity for smart grids, SMEs, and resource-efficient systems.
• Advocates adaptive frameworks, AI-driven threat detection, and policy shifts for eco-conscious security solutions.

Keywords Sustainable development goal · Sustainable cybersecurity · Green cybersecurity · Digital economy · Smart 
city · Smart grids · Machine learning
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1  Introduction and related work

Cybersecurity is of paramount importance in computing systems, which generally range from tiny, embedded devices 
to computationally intensive data centers stored in the cloud [1–3]. This is due to the networked nature of devices 
coupled with the sensitivity of the data communicated through these devices [4]. However, cybersecurity increases the 
carbon footprint through the use of a number of crunching cryptographic algorithms, cryptocurrencies, attackers with 
advanced capabilities that deplete resources, and the development of high-overhead intrusion detection and prevention 
systems, thus resulting in energy‒performance‒security trade-offs [5–7]. Attackers with advanced capabilities further 
exacerbate this by depleting resources and necessitating the development of high-overhead intrusion detection and 
prevention systems. These activities lead to substantial energy-performance-security trade-offs, contributing to a larger 
carbon footprint. For instance, the energy consumption of cryptocurrencies such as Bitcoin can rival the annual power 
usage of small countries. These trade-offs need to be studied, and mechanisms need to be developed to balance them 
depending on the application requirements. Thus, the concept of sustainable or green cybersecurity is proposed not 
only to increase the lifetime of computing systems but also to incorporate sustainable practices into the cybersecurity 
lifecycle while being resilient to cyber threats [8, 9].

In this context, the United Nations Sustainable Development Goals (SDGs), a global framework of 17 interconnected 
goals designed to address the world’s most pressing challenges, including poverty, inequality, climate change, envi-
ronmental degradation, peace, and justice by 2030, are highly relevant [10]. Recent assessments indicate that progress 
on many of these targets is lagging, with significant shortfalls in areas critical to our collective future, underscoring the 
urgency of innovative and integrated solutions [11]. While advancements in computing and communication technolo-
gies have failed to compensate for improvements in sustainability, reducing the carbon footprint and maximizing the 
sustainability of computing systems have become imperative [12, 13]. Sustainable blockchain technology is revolu-
tionizing various sectors, including supply chain management, engineering, energy, governance, and finance [14]. Its 
decentralized nature and transparency promote eco-friendly practices, renewable energy integration, and adherence 
to sustainability standards. While implementation costs exist, they are offset by long-term savings and environmental 
benefits [15]. Studying sustainable cybersecurity is essential because it intersects directly with goals such as SDG 11 
(Sustainable Cities and Communities), SDG 9 (Industry, Innovation, and Infrastructure), and SDG 7 (Affordable and Clean 
Energy). Continued research and integration into regulations are crucial for its widespread adoption and contribution 
to global sustainability goals.

According to the World Economic Forum (WEF, 2024), cybercrime will cost $6 trillion in 2021 in terms of financial 
damage to the economy and $8 trillion in 2023, and the costs are expected to increase by 15% per year, thus reaching 
$10.5 million in 2025 [16]. Similarly, emerging threats such as Wannacry ransomware attacks cost an estimated $4 billion 
[17]. Thus, with the increasing capabilities of attackers along with the advent of things attached to everyday objects, 
referred to as the Internet of Things, the need to understand attacker motives, along with the corresponding impact 
on system operations and end users depending on application requirements, becomes necessary. In recent decades, 
the pervasive integration of digital technologies into nearly every aspect of modern society has transformed our world, 
offering unprecedented connectivity and efficiency. However, this digital transformation has also given rise to complex 
cybersecurity challenges, which threaten the integrity, privacy, and security of individuals, organizations, and nations 
[18]. In the context of smart cities, the relationship between cybersecurity and sustainability/resilience is crucial for 
achieving SDG11 [19] explored how cybersecurity threats impact various smart city domains, such as the transportation, 
healthcare, and residential sectors. As cybersecurity threats continue to evolve in terms of sophistication and scale, it 
becomes imperative to develop sustainable cybersecurity practices that can effectively mitigate these risks while foster-
ing resilience and innovation [20, 21].

The sustainability of cybersecurity solutions in critical sectors such as healthcare, smart cities, and defense can indeed 
be a significant concern due to several key challenges and factors [23]. The issues that can lead to unsustainable practices 
include complexity and resource intensity, i.e., modern cybersecurity solutions often involve complex technologies, 
including advanced firewalls, intrusion detection systems, encryption tools, and endpoint protection [24]. Implementing 
and managing these technologies requires specialized skills and significant resources in terms of both financial invest-
ment and ongoing operational costs. This complexity can make cybersecurity unsustainable, especially for organizations 
with limited budgets or expertise.

Second, a rapidly evolving threat landscape enables attackers to become increasingly sophisticated in their methods 
[25]. This requires cybersecurity solutions to adapt continuously and update to address new vulnerabilities and attack 
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vectors. Keeping up with these changes demands ongoing investments in research, development, and monitoring, 
which can strain resources over time.

Third, compliance and regulatory requirements in industries such as healthcare, smart cities, and defense are subject 
to stringent regulatory frameworks (e.g., HIPAA for healthcare, GDPR for data protection). Meeting these compliance 
standards often requires specific cybersecurity measures and audits. Compliance requirements can impose additional 
costs and administrative burdens on organizations, potentially making long-term sustainability challenging [26].

Fourth, we address data volume and privacy concerns. Healthcare and smart city initiatives generate vast amounts 
of sensitive data. Protecting these data requires robust cybersecurity measures, including encryption, secure storage, 
and access controls. The increasing volume and complexity of data add to the scalability challenges of cybersecurity 
solutions [27], particularly when considering data privacy laws and ethical considerations.

The fifth relates to risk assessment, such as with smart grids and smart cities, which are integral parts of critical 
infrastructure upon which many essential services and functions rely. Disruptions or attacks on these systems can have 
far-reaching consequences, including economic loss, public safety risks, and disruptions to daily life. As such, ensuring 
the resilience and sustainability of cybersecurity solutions for smart grids and smart cities requires a holistic approach 
that integrates cybersecurity into the design, development, and operation of these systems [28]. This includes proac-
tive risk management, continuous monitoring and adaptation, collaboration between stakeholders, and investment in 
research, education, and innovation.

Sixth, budget constraints severely hamper many organizations, including those in healthcare and local governments 
(for smart cities). Allocating sufficient resources to cybersecurity amidst competing priorities can be difficult. This can 
lead to underinvestment in critical security measures [29], increasing the vulnerability of these sectors to cyber threats. 
Seventh, the interconnected nature of modern IT systems means that cybersecurity vulnerabilities can propagate across 
supply chains, which negatively impacts the digital economy. Supply chain vulnerabilities can expose digital businesses 
to cyber threats such as malware, ransomware, and data breaches [30]. Attackers may exploit weaknesses in third-party 
software, firmware, or hardware components to gain unauthorized access to systems, steal sensitive information, or 
disrupt operations. Managing these supply chain risks requires additional investments in monitoring and auditing, 
which can strain resources.

Finally, the scalability challenges in infrastructures that serve growing populations and technological advancements 
require scalable cybersecurity solutions to accommodate increased demand and complexity [31]. Legacy systems and 
infrastructure can further complicate scalability efforts, leading to potential gaps in cybersecurity coverage.

Addressing these sustainability challenges requires a comprehensive approach that integrates cybersecurity into 
the core of organizational strategy and operations. This may involve leveraging automation and AI-driven solutions 
to enhance threat detection and response, investing in workforce development to bridge cybersecurity skill gaps, and 
adopting risk-based approaches to prioritize security investments on the basis of the potential impact and likelihood 
of threats. Additionally, collaboration between the public and private sectors is essential for sharing threat intelligence 
and best practices, ultimately enhancing the resilience of cybersecurity solutions in critical sectors.

The concept of sustainable cybersecurity practices encapsulates a holistic approach to addressing cybersecurity 
challenges that not only focuses on immediate threat mitigation but also considers long-term impacts on society, the 
environment, and technological advancement [22]. This paper aims to explore the historical trends in cybersecurity 
practices by examining how past approaches have shaped our current cybersecurity landscape. Moreover, it seeks to 
forecast future directions for sustainable cybersecurity, outlining strategies and frameworks that can guide stakeholders 
toward more resilient and eco-conscious cybersecurity solutions.

Accordingly, the research questions explored in this study are as follows:

1. RQ1: Which primary SDGs and their associated subtargets are addressed in the literature on sustainable cyberse-
curity?
2. RQ2: What emerging themes in the sustainable cybersecurity literature are likely to significantly shape the future 
direction of the field?
3. RQ3: What theoretical foundations underlie emerging topics that could inform the creation of policies and strate-
gies to advance sustainable cybersecurity practices?

Our paper is organized as follows. RQ1 is addressed through bibliometric analysis, and the study identifies key SDGs 
prominently featured within the literature. This analysis is visualized through graphical representations that highlight 
the frequency and depth of research topics aligned with these goals. RQ2 is answered by using advanced topic modeling 
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techniques. It provides a microscopic view, revealing specific discussions and their intricate relationships. RQ3 summarizes 
the literature from a theoretical perspective that could guide the development of policies and strategies for advancing 
sustainable cybersecurity practices.

2  Methods

This investigation was conducted in accordance with the PRISMA (Preferred Reporting Items for Systematic Reviews and 
Meta-Analyses) guidelines (Fig. 1), as outlined by [32]. These guidelines are recognized for their effectiveness in biblio-
metric research across various disciplines [33]. The literature search was performed via the Scopus database on April 4, 
2024. Scopus is renowned for its comprehensive coverage of peer-reviewed literature, making it ideal for quantitative 
studies, and is considered the leading multidisciplinary database [34]. The initial search was set to start in the year 2012, 
aligning with the Rio + 20 summit that discussed the UN Sustainable Development Goals (SDGs). The search incorporated 
terms pertaining to cybersecurity and sustainable development in the title and abstract of the publications. Initially, 997 
publications were identified, including articles, books, book chapters, conference papers, and reviews. After the exclusion 
of editorials, notes, errata, short surveys, and documents without authors or abstracts or not in the English language, 
624 publications were selected for the final detailed analysis.

The search query used in Scopus is as follows: TITLE-ABS (Sustainab* OR Green OR “Net Z” OR “Low Carbon” OR “Circular 
Economy” OR “Climate Friendly” OR Renewable) AND TITLE-ABS (“cybersecurity” OR “cyber security” OR “cyber resilience”) 
AND (PUBYEAR > 2012 AND PUBYEAR < 2024) AND LIMIT-TO (LANGUAGE, “English”) AND LIMIT-TO (DOCTYPE, “ar”) OR 
LIMIT-TO (DOCTYPE, “cp”) OR LIMIT-TO (DOCTYPE, “re”) OR LIMIT-TO (DOCTYPE, “cr”) AND LIMIT-TO (SRCTYPE, “j”) OR LIMIT-
TO (SRCTYPE, “p”) OR LIMIT-TO (SRCTYPE, “k”).

Fig. 1  Research methodology
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The study employed machine learning based BERTopic, leveraging pretrained BERT embeddings to improve topic 
detection accuracy over traditional methods such as latent Dirichlet allocation [35–37]. BERTopic, a topic modeling tool 
employs advanced NLP methods to extract latent themes from textual data. It utilizes BERT (Bidirectional Encoder Rep-
resentations from Transformers), a transformer-based language model that generates contextual embeddings, meaning 
each word’s representation is sensitive to surrounding words, capturing complex contextual information. BERTopic further 
combines these embeddings with clustering algorithms like HDBSCAN to form coherent topic groups. This allows for 
dynamic topic discovery that can adapt to variations in language and terminology across texts, making it effective for 
uncovering patterns and themes in large datasets. When implemented in Python with transformers and a Class-Tf-idf-
Transformer, the approach involved data preprocessing, NLP techniques, and tokenization. BERTopic analyzes the text 
corpus to extract and align topics while using probability analysis to enhance result interpretability. After processing the 
text, distinct topics were identified along with their probabilities, using parameters such as a minimum topic size of 20 
and 20 keywords per topic. Six topics were selected through a combination of quantitative and qualitative evaluations, 
with a focus on intertopic distance and coherence scores. The 6-topic model provided optimal topic separation with 
minimal overlap and high coherence, whereas models with 4, 5, 7, 8, 9, or more topics presented greater overlap and 
reduced clarity. Therefore, the 6-topic model was chosen for its balance of data coverage and clarity. We then analyzed 
the five most-cited publications within each topic for further insights. This approach aligns with prior research attempt-
ing to map the research domain via BERTopic modeling [85–87, 91, 92].

For SDG mapping, the study utilized the SDG Mapper tool from the “Knowledge Base for the Sustainable Develop-
ment Goals,” provided by the European Commission [88]. This tool uses bubble charts to depict SDG interconnections 
and relevance among bibliometric records. The SDG Mapper tool uses natural language processing (NLP) and machine 
learning to map research content to specific SDGs. Leveraging a combination of keyword recognition, semantic analysis, 
and Named Entity Recognition (NER), the tool identifies SDG-related terms within text and assesses context through 
contextual embeddings. Trained on a large dataset of SDG-related documents, the SDG Mapper also applies clustering 
techniques, such as Latent Dirichlet Allocation (LDA), to detect thematic clusters aligned with SDGs. This allows it to 
capture associations and assigns a confidence score to each match, reflecting the probabilistic relevance of the text to 
specific SDGs. This process incorporates a rule-based approach for identifying keywords or phrases linked to each SDG, 
ensuring efficient and accurate mapping [38].

3  Results and discussion

3.1  Mapping sustainable cybersecurity research to SDGs

A textual analysis was conducted on a database containing 624 scholarly publications, which included the examination 
of document titles and abstracts. The SDG Mapper tool was utilized to align these publications with specific SDGs and 
their targets. Of the 169 available targets, 70 were identified as relevant through this process.

Figure 2 displays the associations between publications and the SDGs through a series of bubbles. The size of 
each bubble correlates with the proportion of associated keywords found, which is calculated as the number of 
goal-specific keywords divided by the total keyword count. As such, SDG 7, emphasizing affordable and clean 
energy, emerges as the most prominent, marked by 572 keyword occurrences. This is followed by SDG 9, concerning 
industry, innovation, and infrastructure, with 143 occurrences, and SDG 8, focused on decent work and economic 
growth, with 99 occurrences, underlining their relative prominence in the research database. Within SDG 7, there 
are several key subtargets that the research papers address: Subtarget 7.2 is shown as a distinct bubble within the 
larger SDG 7 circle, indicating focused research on renewable energy in cybersecurity. Subtarget 7.1, which aims 
to ensure universal access to affordable, reliable, and modern energy services, is another bubble within the SDG 
7 area. This highlights the efforts in research to integrate energy access with cybersecurity. Subtarget 7.3 focuses 
on improving energy efficiency, signaling that ongoing research should be conducted to optimize energy use in 
cybersecurity solutions. Figure 2 shows that the size of the SDG 9 bubble implies that advancements in cybersecu-
rity are being studied not only in isolation but also as a part of broader industrial and infrastructural applications 
that prioritize sustainability. Similarly, SDG 8 (Decent Work and Economic Growth) is also closely linked to SDG 7 
and suggests that research should explore how sustainable energy is integral to promoting sustained, inclusive, 
and sustainable economic growth as well as full and productive employment within the context of cybersecurity.
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3.2  Major topics (RQ2)

BERTopic modeling identifies six key themes at the intersection of cybersecurity and sustainability, each contrib-
uting to various SDGs (Table 1). The integration of blockchain technology for sustainable cybersecurity empha-
sizes decentralization, fault tolerance, and energy efficiency, aligning with SDG 7, SDG 9, and SDG 13. Smart city 
development requires adaptable security frameworks that protect AI and IoT systems while optimizing energy use, 
supporting SDG 11. Digital protection strategies focus on energy-efficient machine learning models and resilient 
intrusion detection systems to reduce the environmental impact, addressing SDG 9 and SDG 12. In the energy and 
space sectors, cyber-resilience and AI-driven threat detection safeguard critical renewable energy infrastructures, 
aligning with SDG 7 and SDG 13. Smart grids benefit from cryptographic chips and dynamic security measures that 
ensure the resilience and efficiency of decentralized energy networks, contributing to SDG 7 and SDG 9. Finally, the 
digital economy’s focus on data security and energy-efficient digital systems supports SDG 3 and SDG 12, particu-
larly in areas such as healthcare and resource management. These themes illustrate how cybersecurity can evolve 
to meet both technological and environmental goals through innovative, resilient, and sustainable approaches.

Fig. 2  Mapping sustainable 
cybersecurity research to 
SDGs
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3.2.1  Blockchain evolution for sustainable cybersecurity

The intersection of cybersecurity, blockchain technology, and sustainable development presents a promising avenue for 
achieving multiple SDGs and their specific targets. China’s unique cybersecurity focus [39] offers a lens through which 
to explore blockchain’s potential for enhancing both security and sustainability. This paper outlines a rigorous evalua-
tion framework for popular platforms (Bitcoin, Ethereum, and Hyperledger), emphasizing that decentralization is key 
for reducing reliance on energy-intensive data centers. This approach supports SDG 7, particularly targets 7.2 and 7.3, 
by promoting energy-efficient technologies and potentially lowering the carbon footprint of the energy sector, thus 
aligning with SDG 13 (Climate Action). Moreover, the focus on fault tolerance, resource control, and recovery aligns with 
sustainable blockchain operations, which contribute to SDG 9, specifically 9.1 and 9.4. However, improvements in audits, 
access control, and data integrity are needed to meet national security infrastructure demands, ensuring compliance 
with SDG 16, particularly 16.6 and 16.10. The review by [40] further supports blockchain’s role in creating a secure and 
sustainable energy infrastructure. They highlighted blockchain’s applicability to peer-to-peer energy trading, enhanced 
cybersecurity, and enhanced renewable energy investment, all of which streamline power system operations. This aligns 
with SDG 7.1, SDG 9.1, and SDG 9.4 by fostering resilient infrastructure and sustainable industrialization. In the work of 
[41], the focus shifted to the specific needs of SMEs. Enhancing data integrity, combating fraud, and offering cost-effective 
security measures are crucial for SMEs in e-commerce, demonstrating how blockchain fosters security with environmental 
consciousness. This approach supports SDG 8.2 and SDG 12.

3.2.2  Green cybersecurity for smart city development

The development of a smart city that directly contributes to SDG 11 hinges on a nexus of cybersecurity, technology, and 
sustainability to build resilience against disruptions. Scholarly discussions emphasize cybersecurity’s dual role: protect-
ing information systems while supporting sustainable urban practices. Smart cities integrate AI and the IoT to optimize 
resources. However, this transformation increases their vulnerability [42]. A cyberattack on a city’s power grid, for example, 
could cripple sustainable systems. Sustainable cybersecurity advocates for measures aligned with the SDGs, including 
energy-efficient data centers and low-power IoT devices. Sustainable cybersecurity advocates for measures aligned with 
SDG subtargets, such as 11.3, 11.5, and 11.b. By incorporating green principles into design, urban planners can ensure 
that security solutions do not negate environmental progress. Ref [43] emphasized the importance of safeguarding smart 
cities from evolving cyber threats. The complexity of AI and IoT systems demands adaptable cybersecurity frameworks 
that manage vast amounts of data while protecting privacy. This paper calls for innovation in security technologies and 
comprehensive cybersecurity legislation and policies to protect against breaches that could disrupt city operations and 
services. Ref [44] examined another dimension of smart cities by focusing on the potential of urban computing. Data 
analytics and intelligent automation can enhance smart city sustainability by optimizing energy use and transportation. 
This directly contributes to sustainable cybersecurity, as it ensures that security measures are environmentally sound. 
Urban computing must be a foundational element of sustainable smart city development, with cybersecurity practices 
aligning with environmental goals to prevent cyberattacks that undermine or disrupt efficient operations.

3.2.3  Integrating sustainability into digital protection

In this context, the studies delve into how cybersecurity is conceptualized within frameworks of sustainability and tech-
nological progress [45] address the vulnerability of IoT environments to data poisoning attacks. These attacks not only 
compromise security but also increase energy consumption because of frequent retraining and harm to IoT ecosystems. 
The authors advocate for ML models that are both robust against threats and energy efficient, reducing the carbon 
footprint associated with cybersecurity operations and thereby supporting SDG 12.6. Building resilience also involves 
ensuring a sustainable approach to network intrusion detection systems, as discussed by [46]. Traditional methods 
struggle with the volume and complexity of modern network traffic. Emerging ML techniques show promise because 
they efficiently process large datasets with lower computational demand, supporting energy-efficient cybersecurity. 
By proposing architectures that minimize energy use and enhance operational efficiency, these techniques reduce 
the environmental impact, aligning with SDG 9.4, which aims to upgrade infrastructure and retrofit industries to make 
them sustainable with increased resource-use efficiency. Ref. [47] further complemented this by using software-defined 
networking in conjunction with AI techniques to enhance cybersecurity. By optimizing the energy consumption of ML 
models used in detecting cyberattacks, such as in crypto mining, [47] addresses the high energy demands of conventional 
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cybersecurity solutions. This effort supports SDG 12.2, which focuses on achieving sustainable management and efficient 
use of natural resources. Moreover, resilience against adversarial attacks requires adaptive security measures to cope 
with emerging threats. These studies stress the need to ensure resilience on both digital and ecological fronts while also 
supporting the aims of SDG 9 and SDG 12.

3.2.4  Securing energy in space and renewables

The use of renewable energy is one of the top enablers for SDG 7 and SDG 13. The emphasis on environmentally sound 
cybersecurity within the renewable energy sector highlights a move toward security measures that both protect and 
sustain energy infrastructure. This is essential for the long-term viability of renewable energy systems, where techno-
logical security and environmental sustainability intersect. The congressional research report by [48] focuses on transi-
tioning toward energy solutions driven by the imperative of green cybersecurity for the use and maintenance of physi-
cal infrastructure. Modernizing the grid is inherently tied to enhancing its efficiency and reducing its environmental 
impact, aligning with SDG 7.3 and SDG 13.2. The Space 4.0 framework [49] parallels these concerns. In a world where 
space technologies monitor and manage Earth’s environmental systems, cybersecurity is not just about data; it is about 
securing the tools we rely on to combat challenges such as climate change. The application of AI and energy-efficient 
technologies here underscores the importance of cyber-resilience, ensuring that these critical systems can withstand 
attacks and continue their environmental work. This finding supports SDG 13.3. Space cybersecurity was reinforced by 
[50], who focused on threats to systems integral to both national security and civilian applications such as environmental 
monitoring. This suggests that the sustainable approach to cybersecurity within space systems—emphasizing minimal 
resource consumption and a low carbon footprint—could serve as a model for renewable energy cybersecurity practices. 
This approach is in line with SDG 12.2.

3.2.5  Sustainable cybersecurity in smart grids

Within the electrical grid system, the evolution of the smart grid illustrates a significant shift toward integrating sustain-
able cybersecurity. This is crucial for ensuring the security, efficiency, and ecological impact of power delivery systems. 
The congressional report [51] focused on smart grid transformation and highlighted the integration of renewable energy 
sources (solar, wind). This modernization, including digital communication and information systems, enhances energy 
management and stability by leveraging advanced communication infrastructures, such as those integrating the IoT 
and cloud computing, which enable real-time data exchange for improved system resilience [93, 94]. These advance-
ments are key for sustainable cybersecurity because they ensure infrastructure resilience against disruptive cyberattacks, 
aligning with SDG 9.1, which focuses on developing quality, reliable, sustainable, and resilient infrastructure. Ensuring 
the stability of renewable-based systems is vital, supporting SDG 7.2, which aims to increase the share of renewable 
energy in the global energy mix [52] presented innovative approaches to smart grid security through the incorporation 
of cryptographic chips and advanced communication mechanisms such as SCADA, enhancing system robustness [93]. 
Furthermore, the integration of distributed energy resources (DERs) and demand response (DR) programs, supported 
by Internet of Things (IoT)-enabled sensors and smart meters, ensures efficient load balancing, reduces peak energy 
demands, and strengthens energy security while reducing greenhouse gas emissions [93]. These goals align with sus-
tainability goals, as they provide high levels of security with minimal energy consumption, supporting the smart grid’s 
aim to optimize energy use, which corresponds with SDG subtarget 7.3. Notably, field programmable gate arrays offer 
flexibility and energy efficiency by allowing for dynamic reconfiguration of security measures without complete sys-
tem overhauls. In addition to technological advances, [53] emphasized the need to integrate sustainable and secure 
practices into education. The smart grid course they developed demonstrated this shift, focusing not only on technical 
power systems but also on cybersecurity measures that protect increasingly decentralized energy networks. Hands-on 
projects addressing smart technologies, metering, and microgrids underscore the practical applications of sustainable 
cybersecurity, supporting SDG 4.7.

3.2.6  The digital economy and cybersecurity

The importance of protecting both digital infrastructures and sustainability goals is more important today than ever 
before [54] outline the institutional frameworks needed for sustainable development within the digital economy. It 
advocates for green cybersecurity measures that minimize environmental impacts while protecting digital systems. 
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This includes building digital infrastructures with resilience in mind, using energy-efficient technologies, and reducing 
waste. Institutions such as the Institute of Digital Society play a vital role in regulating and guiding secure and resource-
efficient practices. One of the crucial areas of relevance to the digital economy relates to healthcare, which in turn also 
impacts SDG 3. Digital health innovations demonstrate how technology can transform healthcare delivery into sustain-
able cybersecurity [55]. This includes the use of AI and electronic sensors to increase service efficiency and security 
while being environmentally sustainable, supporting SDG 3.8. The emphasis is on protecting health data and reducing 
the carbon footprint of traditional healthcare information systems. Challenges lie in ensuring accessibility and constant 
innovation to counter evolving cyber threats, delving into the methodologies of integrating security measures without 
adding environmental strain for digital transformations. They promote energy-efficient methods for securing data and 
network infrastructures, thereby reducing the cybersecurity carbon footprint, in line with SDG 12.6. It also highlights 
the role of cybersecurity in supporting the circular economy and promoting resource traceability and recycling through 
data integrity across digital product life cycles, aligning with SDG 12.5.

3.3  Theoretical approach (RQ3)

When the results of RQ1 and RQ2 are examined, the intersection of themes provides the following theoretical approaches 
for the sustainable cybersecurity landscape. We explore the multidisciplinary strategies and innovations needed to build 
robust digital defenses without compromising our sustainability goals from four perspectives. We will examine adaptive 
frameworks that prioritize resilience in a dynamic threat landscape, investigate policy shifts for coordinated protection, 
delve into the power of AI for intelligent threat detection, and explore how emerging technologies can offer both security 
and environmental efficiency, as shown in Fig. 3.

3.3.1  Green resiliency through adaptive frameworks

The rapid evolution of technology and the increasing complexity of cyber threats make it clear that traditional cyberse-
curity approaches are no longer sufficient. Sustainable cybersecurity frameworks are needed—frameworks that prioritize 
adaptability, resilience, and environmental consciousness. Studies exploring theoretical frameworks reveal several key 

Fig. 3  Theoretical approach



Vol.:(0123456789)

Discover Sustainability            (2025) 6:44  | https://doi.org/10.1007/s43621-024-00754-w Research

strategies for achieving this goal. Studies [56, 57] advocate adaptive frameworks that embrace emerging technologies 
such as smart grids, the IoT, and blockchain—all of which are integrated in a way that supports sustainable development 
goals. The study by [56] motivated the need to develop a hybrid access control mechanism for realizing the vision of 
zero-trust for IoT-based systems. The notion of zero-trust offers an adaptive framework to ensure the sustainability and 
security of IoT systems. This framework leverages AI and machine learning for proactive threat defense. Moreover, the 
Community Cybersecurity Maturity Model offers a path for communities to improve their cybersecurity posture through 
systemic improvement and knowledge sharing. Sustainability also means protecting against environmental initiatives, 
making “green cybersecurity” vital. The study by [8] explores this link within the environmental goods and services sec-
tor, highlighting the threat to automation and interconnected systems within Industry 4.0. Robust cybersecurity has 
become a prerequisite for successfully integrating technological solutions with environmental strategies. Researchers 
propose a statistical‒analytical approach to assess the current state of cybersecurity in this field and emphasize the need 
for policymakers to prioritize bridging the gap between current practices and those required for both sustainability and 
security. As organizations become increasingly complex, a unified and standardized approach to cybersecurity is crucial 
[58] built on established frameworks such as NIST and ISO 27001, emphasizing the need for integration, thorough risk 
assessments, synchronized people-process-technology management, and continuous adaptation. This comprehensive 
approach is essential for ensuring long-term security and resilience across large-scale environments.

Capability building is another cornerstone of sustainable cybersecurity. The Cybersecurity Capability Maturity Model 
(CM2) advocates advancing from basic to advanced capabilities, proactively evolving strategies to match threats, and 
prioritizing continuous education and awareness programs [59]. The development of standards and benchmarks for 
cybersecurity further strengthens this framework, ensuring proactive and well-informed protection. The rise of smart 
cities underscores the interconnected nature of technological advancement and cybersecurity [44] highlighted the need 
for comprehensive security protocols to safeguard data within these systems. Regulatory compliance and proactive 
participation in shaping new standards by key stakeholders such as governments, industry, and academia are critical 
to establishing the sustainable cybersecurity that smart cities require. Studies also suggest developing frameworks for 
adapting resilience concepts, applying assessment methods using reference metrics to monitor resilience against vulner-
abilities and responses under stress [60]. This approach bolsters adaptability, a cornerstone of sustainable cybersecurity. 
Thus, there is an urgent need for sustainable cybersecurity frameworks. These frameworks must be adaptive, incorporate 
resilience concepts, consider environmental impact, balance technology with security, and promote standardization and 
knowledge sharing. The research provided offers valuable insights into building such frameworks better to safeguard 
our increasingly complex and interconnected digital world.

Adaptive cybersecurity frameworks address multiple sustainability challenges, aligning with various SDGs. By inte-
grating smart grids and IoT systems securely, these frameworks contribute to SDG 7. Their emphasis on resilient digital 
infrastructure supports SDG 9 by enabling sustainable industrial practices. Furthermore, “green cybersecurity” protects 
environmentally focused systems, aiding SDG 13 through reduced energy usage and securing environmental initia-
tives. These adaptive systems also safeguard urban networks in smart cities, aligning with SDG 11. Finally, by fostering 
knowledge sharing and standardization (e.g., ISO 27001), they contribute to SDG 17 by enhancing global collaboration 
in cybersecurity standards.

3.3.2  Policy imperatives for sustainable cybersecurity

The sustainability of our digital world depends not only on technology but also on the policies that shape its use and 
protection. As cyber threats evolve, static approaches leave us vulnerable. Hence, a multifaceted approach that draws 
on studies that explore not only technological innovations but also the policy shifts vital for empowering organizations 
and individuals is necessary. One promising avenue lies in learning from the environmental movement. As suggested 
by [61], transparency and a shared responsibility approach can significantly strengthen cybersecurity practices. This per-
spective advocates for a holistic approach similar to environmental policy—building trust and resilience and ultimately 
contributing to long-term social and economic stability. The crucial role of coordinated policy is further highlighted by 
studies examining national cyber resilience strategies [62] revealed significant variances in the maturity and compre-
hensiveness of these strategies among Asia–Pacific countries. Their work argues that a “whole-of-society” approach, 
encompassing collaborative efforts from governments, the private sector, and individual citizens, is essential for building 
robust national cybersecurity frameworks. International collaboration to share knowledge and best practices is also seen 
as vital to strengthening collective cybersecurity postures.
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The rise of e-commerce further emphasizes the urgency of securing the digital economy [63] underscore the need 
for a secure online environment to foster sustainable development and consumer trust. This requires integrating cyber-
security into the SDGs, with businesses actively contributing to creating safer digital spaces. This study highlights the 
need for policies that balance security, growth, and environmental sustainability across the digital economy. The human 
element is another crucial aspect of sustainable cybersecurity [64] emphasize the role that human capabilities play in 
achieving sustainable development. The study argues for integrating cybersecurity education and training programs 
into national and international security strategies. This approach recognizes cybersecurity as an interdisciplinary field 
encompassing not only technical expertise but also legal, organizational, procedural, and social dimensions. Continuous 
improvement in cybersecurity policy and practices is essential to keep pace with the dynamic nature of cyber threats 
and the increasing complexity of information and communication technologies. Additionally, [65] delves into policy 
formulation for renewable energy-focused smart grids—a critical component of sustainable energy systems. The study 
suggests multilayered policies informed by global experiences. These policies should encompass regulatory changes to 
foster innovation in cybersecurity technologies, establish strong cybersecurity governance strategies, and develop new 
business models that prioritize security and threat detection.

Importantly, the lack of standardization in cybersecurity risk, which is often difficult to quantify and report, consist-
ently hinders informed decision-making [66] emphasized the need for regulatory frameworks with consistent disclosure 
requirements to enhance risk management. Furthermore, this study underscores the importance of integrating cyber-
security within the broader context of environmental, social, and governance factors to assess the full impact of these 
risks. In summary, sustainable cybersecurity policy necessitates an approach that prioritizes collaboration, transparency, 
and continuous improvement. Learning from environmental movements, integrating cybersecurity into the lifecycle of 
cybersecurity, and fostering human competencies are all crucial aspects of this endeavor. Policy frameworks must also 
evolve alongside technology, particularly in critical sectors such as renewable energy, to ensure secure and sustainable 
digital infrastructures for the future.

Policy shifts for sustainable cybersecurity play a transformative role in advancing the SDGs. Policies promoting trans-
parency and accountability align with SDG 16 by building trust and ensuring equitable access to secure digital ecosys-
tems. Regulatory frameworks for e-commerce enhance consumer trust, addressing SDG 8 by enabling secure economic 
transactions. Policies integrating cybersecurity in renewable energy grids bolster SDG 7 by fostering energy security. 
Furthermore, a “whole-of-society” approach to policy formulation strengthens global partnerships, directly contributing 
to SDG 17. Finally, by embedding cybersecurity education and training programs into national strategies, these policies 
support SDG 4, ensuring that cybersecurity competencies are widely disseminated.

3.3.3  Intelligent automation for cyberdefense

Artificial intelligence (AI) is redefining cybersecurity with its ability to learn and adapt to dynamic threat landscapes 
among evolving threats, seeking solutions that balance robust security with sustainability and adaptability. This section 
illustrates the capabilities achieved through the utilization of AI. A significant challenge in IoT security is the dynamic 
nature of the threat landscape and the devices themselves. Systems that can adapt to change are crucial. By using 
clustering algorithms for continuous learning, intrusion detection systems (IDSs) can maintain effectiveness against 
attack strategies while minimizing the need for energy-intensive retraining of models [67]. Similarly, machine learning 
algorithms can achieve approximately 90% accuracy in identifying malicious behavior within network traffic [68]. Further 
research into efficient algorithms holds the potential for greater sustainability by reducing the computational resources 
required for reliable threat detection. This focus on adaptability is central to sustainable security in the IoT. The hybrid 
AI-powered authorization model approach taken by [69] suggests the possibility of replacing traditional static security. 
This model continuously evaluates risk, empowering IoT systems to self-adjust their defenses in response to emerging 
cyberattacks and ensuring real-time protection without the need for frequent human intervention. The integration of 
big data analytics further enhances this adaptability, as advanced analysis of IoT and smart grid data enables predictive 
security measures. As highlighted in [97], the ability to manage large-scale data streams from smart grids allows for real-
time monitoring and anomaly detection, a critical capability in protecting distributed systems from cascading failures.

In the complex landscape of smart cities, the need for both security and transparency is paramount. The integra-
tion of explainable AI (XAI) with machine learning models, as demonstrated by [70], addresses this duality. Techniques 
such as SHAP and LIME illuminate the decision-making processes within AI systems, fostering trust and allowing for 
the identification and correction of potential biases. This explainability becomes critical in applications tied to public 
infrastructure, where security failures can carry far-reaching consequences. Deep learning architectures are especially 
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valuable in securing IoT environments. LSTM classifiers have an exceptional ability to detect cyberattacks targeting IoT 
devices in real time [71]. This proactive detection is essential given the sensitive nature of IoT data and the potential 
consequences of breaches. Moreover, the demonstrated efficiency of these AI-based approaches directly contributes to 
sustainability by minimizing resource consumption while ensuring responsiveness. Beyond the IoT, deep learning plays 
a key role in defending against advanced persistent threats (APTs), which are sophisticated attacks that often evade tra-
ditional detection [72]. Deep learning-based IDSs excel at this task, analyzing network traffic to identify subtle patterns 
indicative of APTs that less advanced methods would likely miss. The ability to optimize these systems for reduced power 
consumption and waste directly aligns with the goal of environmentally conscious cybersecurity.

Cybersecurity assessment is necessary to ensure that the systems work as desired and that no deviation from nor-
mal behavior due to attacks or faults is observed during the course of operations. Within the context of smart grids, 
cybersecurity assessments have been conducted for solar PV systems [73], renewable electricity markets [74], wind-
integrated power systems [75], and nanogrids [76] via deep learning-based techniques. The ability to proactively ensure 
the resilience of these systems to cyberattacks through cybersecurity assessment is paramount to ensuring long-term 
sustainability.

Moreover, a crucial aspect of sustainable AI for cybersecurity is ensuring the robustness of machine learning models 
against data-driven attacks or unforeseen variations [77] explored strategies such as adversarial training and robust opti-
mization to make models more resilient in the face of data manipulation or evolving threats. These techniques ensure that 
systems remain effective over time, furthering the sustainability of security solutions. In summary, the papers presented 
here showcase a strong trend toward sustainable, AI-powered cybersecurity. The emphasis on adaptability, cybersecurity 
assessment, real-time threat detection, resource efficiency, and explainability demonstrates a multifaceted approach to 
addressing cybersecurity challenges in a world where environmental concerns and digital threats intertwine.

The integration of AI and automation in cybersecurity solutions promotes multiple SDGs by advancing intelligent and 
resource-efficient cyber defense systems. AI-powered cybersecurity in renewable energy systems aligns with SDG 7 by 
optimizing energy usage and ensuring the resilience of smart grids. Real-time threat detection systems and resource-
efficient AI models support SDG 12 by minimizing computational waste and enhancing operational efficiency. Deep 
learning architectures for protecting IoT devices also contribute to SDG 9 by fostering innovation and strengthening 
infrastructure. Explainable AI techniques improve transparency and accountability, supporting SDG 16 by addressing 
biases and building trust in critical systems. Finally, efficient cybersecurity mechanisms in smart cities bolster SDG 11 by 
ensuring secure, sustainable urban operations.

3.3.4  Emerging technologies and advancing cybersecurity

Without continuous hardware advancements, sustainable cybersecurity environments are impossible. Advances such 
as the use of photonically accelerated AI for cybersecurity in 6G networks [78] have led to improvements in speed and 
energy efficiency compared with traditional electronic systems, laying the foundation for sustainable high-performance 
threat detection [79] demonstrated the use of physically unclonable functions (PUFs). These exploit inherent manufac-
turing variations in hardware to create unique, tamper-resistant identifiers, protecting IoT devices in agriculture from 
cloning and unauthorized access. This approach aligns with sustainability goals by enhancing device longevity and secu-
rity through intrinsic hardware properties. Building upon this, [79] introduces an architecture that leverages PUF-based 
trusted platform modules (TPMs)—secure hardware modules for storing cryptographic keys—alongside distributed 
ledger technology (DLT). This powerful combination ensures secure key storage, robust authorization, and a decentral-
ized, tamper-proof record of system activity. The result is a secure-by-design approach that increases the resilience of 
IoT networks against a wide range of cyberattacks.

Blockchain exemplifies the potential of decentralized architectures in enhancing both security and operational 
efficiency. As highlighted in [95], blockchain facilitates trustless peer-to-peer systems, enabling secure and decen-
tralized management of critical operations such as energy trading. This decentralized framework not only enhances 
security but also fosters economic and ecological benefits by supporting prosumer-driven energy transactions. 
By providing a secure platform for peer-to-peer (P2P) interactions, blockchain allows individuals and small-scale 
producers to actively participate in energy markets, creating value through transparency and reduced reliance on 
centralized systems [82]. Moreover, the integration of blockchain-based cryptocurrencies such as NRGcoin and 
SolarCoin, as discussed in [96], introduces innovative mechanisms for incentivizing renewable energy generation. 
These cryptocurrencies reward renewable energy producers, creating financial incentives to align energy produc-
tion with sustainability goals. This approach also strengthens smart grid systems by promoting transparency and 
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improving grid resilience through distributed, tamper-proof transaction records. By addressing challenges related 
to data privacy, transaction security, and system resilience, blockchain not only empowers a more localized and 
consumer-driven energy market but also positions itself as a critical technology for managing the complexities of 
decentralized energy systems.

Cloud computing offers scalability and advanced threat detection capabilities, but power consumption can be 
a significant concern. Several studies [80, 81] have explored strategies to optimize energy usage in cloud-based 
security systems, including smart scheduling algorithms for honeynets that maintain effective threat detection while 
minimizing resource usage. These innovations underscore the critical need for energy-conscious cybersecurity in 
the cloud era. As quantum computing matures, traditional cryptography may become vulnerable [83] advocated for 
a proactive stance by integrating quantum-resistant cryptography with blockchain. This future-focused approach 
aims to ensure that IoT networks remain secure against advanced decryption methods that quantum computers 
could enable.

Emerging technologies such as blockchain, quantum-resistant cryptography, and advanced hardware innovations 
directly align with several SDGs. Blockchain-powered decentralized systems for energy trading advance SDG 7 by 
fostering secure, localized renewable energy markets. Quantum-resistant cryptography secures future networks, 
aligning with SDG 9 by ensuring a resilient digital infrastructure. Hardware-based security innovations, such as 
PUF-based modules, protect IoT networks and enable systems such as secure agricultural monitoring systems that 
impact SDG 2. Cloud computing optimizations address SDG 12 by minimizing energy consumption in cybersecurity 
operations. Finally, by incentivizing renewable energy production through blockchain-based cryptocurrencies, these 
technologies promote SDG 13, a sustainable and secure digital ecosystem that aligns with environmental goals.

The research presented here highlights the multifaceted intersection of cybersecurity, technological innovation, 
and sustainability. By enhancing security at the hardware level, optimizing cloud-based defenses, leveraging the 
distributed trust of blockchain, and anticipating the challenges of quantum computing, smart systems can thrive 
safely and responsibly in the future. However, achieving net-zero goals demands a vigilant approach. The potential 
vulnerabilities [84] emphasize the need for the continuous development of robust cybersecurity measures. By pri-
oritizing this two-pronged strategy—advancing capabilities and fortifying defenses—one can ensure that smart 
systems flourish in a secure and sustainable future without jeopardizing the environmental benefits they offer.

4  Implications and recommendations

4.1  Implications for practice

This research highlights the importance of integrating sustainable practices into daily cybersecurity operations. Pro-
fessionals should focus on optimizing existing security systems to be more energy efficient, such as by configuring 
servers to enter low-power states when idle or adopting cloud services that are committed to using renewable energy 
sources. This could involve performing regular audits of energy usage across cybersecurity infrastructures to identify 
and address inefficiencies. Techno-security solution providers should be encouraged to innovate by designing inher-
ently greener products. This includes creating software that requires less computational power, such as algorithms, 
cryptographic protocols, and hardware that has a smaller environmental footprint, such as energy-efficient firewalls 
or routers. Emphasizing the development of modular software that can be updated without significant energy costs 
could also contribute to more sustainable cybersecurity practices. Leaders within organizations should prioritize 
sustainability as a core aspect of their cybersecurity strategy. This means not only endorsing energy-efficient practices 
but also investing in training programs that raise awareness about the importance of sustainability in cybersecurity 
among employees. Encouraging the company-wide adoption of these practices can lead to significant reductions in 
the environmental impact of security operations. Practitioners should consider the implementation of system archi-
tectures that support sustainability, such as virtualization technologies that reduce the number of physical servers 
needed, thereby saving energy. Adopting a holistic approach to IT and network design that includes sustainability 
criteria in the decision-making process will help align cybersecurity practices with environmental objectives. By 
adopting these specific practices, professionals and leaders in the field can drive significant advancements in making 
cybersecurity operations more sustainable, which not only benefits the environment but also potentially reduces 
operational costs and enhances system performance.
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4.2  Implications for policy

For policymakers, the implications of integrating sustainability into cybersecurity are significant and call for a proactive 
approach to legislating and incentivizing sustainable practices in the digital security field. Policymakers should work 
toward creating and enforcing standards that require cybersecurity products and practices to meet specific environmen-
tal criteria. This can include guidelines for energy efficiency, minimal use of hazardous materials, and extended product 
life cycles. Establishing clear standards will not only encourage the adoption of sustainable technologies but also ensure 
that environmental considerations are embedded in cybersecurity solutions from the ground up. Governments can play 
a crucial role by offering tax incentives, grants, or subsidies to organizations that implement sustainable cybersecurity 
measures. These incentives could be directed toward companies that invest in renewable energy sources for data centers, 
develop low-energy software solutions, or undertake significant efforts to reduce their carbon footprint in cybersecurity 
operations. Public funding should be allocated to research and development initiatives that focus on creating innovative, 
sustainable cybersecurity technologies. Supporting academic and private sector research can lead to breakthroughs 
in energy-efficient cybersecurity technologies and practices, which could set new industry standards. There should be 
wider and deeper collaborations between government bodies, private companies, and nonprofits to share knowledge, 
resources, and best practices related to sustainable cybersecurity. These partnerships can help standardize approaches 
to green cybersecurity across different sectors and geographies, ensuring the unified and effective implementation of 
sustainable practices. Policymakers should support educational programs and campaigns that raise awareness about 
the importance of sustainability in cybersecurity. This could involve updating the curriculum in educational institutions 
to include courses on energy-efficient IT and cybersecurity, as well as sponsoring conferences and workshops that focus 
on sustainable practices in the tech industry. Regulations that require cybersecurity hardware manufacturers to take 
responsibility for the end-of-life management of their products should be introduced. This can include mandates for 
recyclable materials, as well as take-back or recycling programs to ensure that cybersecurity hardware does not end up 
in landfills. Implementing these policy measures can significantly contribute to reducing the environmental impact of 
cybersecurity operations while fostering a market that values and promotes sustainability alongside security.

4.3  Recommendations for future research

To integrate a comprehensive roadmap for cybersecurity and sustainable cybersecurity practices, it is essential 
to adopt a structured, multidimensional approach that addresses the intricate interplay between technological 
advancements, environmental responsibilities, and organizational goals. This roadmap should serve as a guiding 
framework for aligning cybersecurity strategies with sustainability objectives, ensuring that digital systems are not 
only resilient against evolving threats but also operate in an environmentally conscious manner. Such an approach 
requires the integration of diverse elements, including the adoption of energy-efficient technologies, the formula-
tion of forward-thinking policies, and the promotion of collaborative efforts among stakeholders. It also involves 
embedding sustainability principles into the lifecycle of cybersecurity measures, from design and implementation 
to evaluation and continuous improvement. By doing so, organizations can minimize their ecological footprint while 
safeguarding critical digital infrastructures. Furthermore, this roadmap should emphasize capacity building and foster 
a culture of awareness and engagement across all levels of society—policymakers, industry leaders, and the public. 
Research and innovation must play pivotal roles, with a focus on developing solutions that address both security 
challenges and environmental imperatives. Our recommendations include the following:

• Strategic assessment and alignment with the SDGs. This would involve the assessment of current cybersecurity 
practices and their impact on environmental sustainability. This would be followed by a focus on how cybersecurity 
initiatives can align with SDGs such as SDGs 7, 8, 9, 11, 12, 13, 16 and 17.

• Policy development and governance: Developing policies that encourage the use of green technologies and 
sustainable practices within cybersecurity frameworks. The government should establish governance structures 
that ensure compliance with both cybersecurity standards and environmental standards.

• Adopting sustainable technologies: Promotion of the adoption of energy-efficient hardware and software solu-
tions. Research and development should be encouraged in new technologies that minimize environmental impact, 
such as blockchain, for energy-efficient transaction management.
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• Capacity building and stakeholder engagement: Implement training programs focused on the importance of sus-
tainable cybersecurity practices. Various stakeholders, including policymakers, industry leaders, and the community, 
should be encouraged to foster a collaborative approach to sustainable cybersecurity.

• Implementation of cybersecurity measures: Incorporate security at the design stage of products and infrastructure 
to ensure that they are robust against cyber threats and environmentally sustainable. Advanced monitoring tools are 
used to continually assess the effectiveness of cybersecurity measures and make adjustments on the basis of evolving 
threats and sustainability requirements.

• Evaluation and reporting: Regularly evaluate the impact of cybersecurity measures on organizational and environmen-
tal objectives. The outcomes and learning from cybersecurity initiatives should be documented, and improvements 
should be made on the basis of feedback and evolving conditions.

5  Conclusions

The advancement of sustainable cybersecurity practices promotes environmental sustainability and enhances comput-
ing system security and resilience. The textual analysis of the related corpus revealed significant alignment with SDGs, 
particularly SDG 7 (Affordable and Clean Energy), SDG 9 (Industry, Innovation, and Infrastructure), and SDG 8 (Decent 
Work and Economic Growth), highlighting key research focuses within cybersecurity’s role in advancing sustainability 
and economic development. The analysis leveraging BERTopic modeling revealed six key themes that delineate the 
convergence of cybersecurity and sustainability, reflecting the relationship between securing digital infrastructures and 
advancing environmental goals. These themes include the integration of green cybersecurity measures in smart cities 
and the emphasis on sustainability within digital protection strategies. Particularly notable is the role of blockchain in 
enhancing cybersecurity for smart grids and SMEs, demonstrating its potential to reduce resource consumption and 
enhance data integrity in a decentralized manner. The dual necessity of smart cities highlights the need to safeguard 
digital systems while supporting sustainable urban development through energy-efficient practices. Furthermore, the 
emphasis on securing renewable energy sources and the modernization of smart grids illustrates the critical intersec-
tion of cybersecurity with energy sustainability. The theoretical underpinnings emphasize the necessity for adaptive 
cybersecurity frameworks that integrate advanced technologies such as AI, IoT, and blockchain, which are aligned with 
environmental sustainability goals. The role of intelligent automation and accelerated advancements in hardware in 
shaping future cybersecurity measures are evident in the literature. These technologies not only increase the speed and 
efficiency of cybersecurity systems but also enhance their sustainability by integrating secure, tamper-resistant hard-
ware mechanisms that increase their longevity. Overall, the results presented in the study offer a robust foundation for 
future research and the implementation of sustainable cybersecurity practices that align with broader environmental 
and societal goals. This paper effectively bridges the gap between theoretical exploration and practical implications, 
setting a precedent for future studies in the field.

This study is not without limitations. First, the scope of literature from the selected database might not be compre-
hensive, potentially overlooking key research due to the exclusion of certain journals, conferences, or languages. Second, 
the reliance on literature and predefined keywords might have constrained the exploration of emerging or unclassified 
themes in sustainable cybersecurity. BERT topic modeling, despite its strengths in handling large datasets and uncovering 
themes, can be influenced by input data quality and its underlying assumptions. This study uses citations of publications 
within identified topics and topics as a proxy for impact, making it susceptible to the common limitations of citation 
analysis. These include citation biases such as affirmative citation bias, which can lead to the spread of misconceptions 
and overshadow critical or non-affirmative research [89]. To mitigate this, experts manually reviewed a subset of ten 
highly cited papers from each year, focusing on the introductions, methodologies, and results sections. Additionally, 
the complexities of SDG interconnections pose limitations in capturing them through a single mapping approach [90]. 
Future research could benefit from comparing our findings with results from multiple SDG mapping initiatives, such as 
the Aurora Network and the University of Auckland, offering a broader perspective and potentially strengthening future 
studies, although such a comparison falls outside the scope of this current review.
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