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Abstract: This study aims to describe and assess the impact of critical infrastructure (CI)
cybersecurity issues on the sustainable development of smart cities. This study highlights
the integration of PayTech systems into the broader CI landscape, highlighting their impact
on maintaining economic stability and ensuring the smooth operation of city services. Key
companies within smart regions, particularly those operating in the payment industries,
are essential to maintaining the functionality of critical services. These companies facilitate
the processing of services provided to citizens, enabling access to vital municipal services.
As key players in the PayTech and online e-commerce sectors, they form a crucial part of
modern critical infrastructure, operating within an ever-evolving digital environment. This
study examines the recovery processes employed after cyberattacks, focusing on the differ-
ing perspectives of internal and external professionals. It identifies significant differences
in the perceptions of recovery strategies among internal stakeholders, such as investor
relations (IR) teams, reputation management (RM) experts, and Chief Information Security
Officers (CISOs), who represent critical infrastructure companies. Additionally, it explores
the roles of external auditors, who provide impartial emergency support and perform
specialized recovery tasks. Importantly, this study underscores the current attitudes toward
future information security strategies and their influence on the financial recovery and
reputation of reliable companies following cyber incidents. This research contributes to
the existing knowledge by shedding light on the perspectives of both a company’s internal
and external specialists involved in the recovery process and cyber resilience strategies in
critical infrastructure sectors.

Keywords: sustainable development of smart city; information security; critical infras-
tructure; information security assessment; digital; smart regions; reputation management;
cyber autonomy; cyber resilience

1. Introduction
1.1. Motivation

Currently, the functioning of modern society is increasingly dependent on critical in-
frastructure (CI). Ensuring the resilience of smart regions requires integrating cybersecurity
measures with effective recovery approaches, creating a foundation for sustainable growth
while mitigating risks tied to their reliance on interconnected CI systems. This infrastructure
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includes systems that support the operation of key sectors of the economy, such as energy,
transportation, finance, and communications. This inherent dependence creates significant
risks related to cybersecurity. In the digital age, in which most transactions are conducted
automatically through online payment systems and PayServices, FinTech companies play
a pivotal role in supporting smart region ecosystems. These companies operate within
a highly regulated market, closely monitored by governments and regional authorities,
ensuring compliance and integration within the broader infrastructure of smart regions.
Understanding the interplay between these ecosystems and the recovery approaches of
internal and external professionals is crucial for improving response mechanisms and
fostering resilient cybersecurity strategies. Ensuring the resilience of smart regions requires
integrating cybersecurity measures with effective recovery approaches, creating a founda-
tion for sustainable growth while mitigating risks tied to their reliance on interconnected
CI systems.

In recent times, there has been a surge in cyber intrusions and cyberattacks on CI. The
growing trend of cyberattacks is driven by the following factors:

1. Increasing complexity and interconnectedness of digital systems: Modern systems are
becoming more complex, which provides more opportunities for malicious actors.

2. Greater accessibility of cybercrime: Cybercrime has become more accessible with the
availability of ready-made tools and services, allowing even inexperienced hackers to
launch attacks.

3. Increasing value of data: Data have become valuable assets, making them an attractive
target for cybercriminals.

Cyberattacks on CI pose a serious threat that can lead to significant economic losses,
social disruptions, and even threats to national security.

Despite the growing threat of cyberattacks, there remains a significant gap in un-
derstanding how companies operating in the CI sector recover from such incidents.
The issue is particularly pronounced when comparing the approaches to recovery be-
tween internal specialists (investors, RM managers, and CISOs) and external information
security auditors.

Existing research on CI cybersecurity primarily focuses on the technical aspects of
protection against cyberattacks, paying insufficient attention to recovery after incidents
and RM. In particular, there is a lack of deep understanding of how different groups of
specialists involved in the recovery process perceive and implement recovery strategies, as
well as how these differences affect the efficiency and speed of recovery.

Understanding the differences in recovery approaches between internal and external
specialists after cyberattacks is crucial for developing more effective cybersecurity strategies
and enhancing the resilience of CI.

1.2. State of the Art

As a cybersecurity awareness and education manager, Esther Solomon Edun’s re-
search, based on her Ph.D. in Cyber Security from Cranfield University, highlights the
significance of stakeholder interactions in fostering positive cybersecurity behavior within
organizations. The focus is on overcoming the information security barrier among top-level
executives, information security experts, and non-IT professionals, with the ultimate aim of
aligning security objectives with the broader business goals [1] In light of these challenges,
“The Global State of Industrial Cybersecurity 2021: Resilience Amid Disruption” report
shows that 80% of critical infrastructure organizations experienced a ransomware cyberat-
tack. That causes staggering financial and societal repercussions when critical infrastructure
is disrupted. The report also found that the combination of the ever-accelerating digital
transformation and the limited availability of skilled cybersecurity workers has resulted in
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several high-profile attacks on critical infrastructure. In response, many C-suite executives
have become heavily involved in the decision-making and oversight of their organization’s
cybersecurity practices. In fact, more than 60% of those who are centralizing IT governance
report to the CISOs. In addition, 62% are supportive of government regulators enforcing
mandatory and timely reporting of cybersecurity incidents. The report also found that the
combination of the ever-accelerating digital transformation and the limited availability of
skilled cybersecurity workers has resulted in several high-profile attacks on critical infras-
tructure [2]. There are cross-country differences in opinion regarding information security
processes that could affect the assessment of the company’s reputation among individuals
in the Czech Republic and Belgium: 58% of Czech individuals “agree”, whereas only
48% of those from Belgium agree. However, Belgian respondents are more unequivocally
convinced of this need, encompassing 32% of the total mass of respondents, which is three
times higher than the proportion of respondents in the Czech Republic who gave the same
response. Given the intensity of public concern about information security, reputational
issues should not be short-term, ad hoc, and defensive but should have a strategic view
and long-term planning to defend an entity’s reputation [3].

Given the importance of strategic planning in addressing reputational challenges
in the context of information security [3], researchers have devoted significant atten-
tion to improving the security of smart cities and regions, as well as ensuring their sus-
tainable development in the face of existing risks. This includes the analysis of unique
threats, vulnerabilities, and protection strategies needed for critical infrastructure in these
urban environments.

Recent studies have highlighted the multifaceted challenges faced by sustainable
smart cities, encompassing technological, social, economic, and environmental aspects. The
research [4] provides a comprehensive review of future trends and barriers to the imple-
mentation of smart cities. Using the Rapid Review methodology, the study identifies key
obstacles such as data privacy issues, the necessity of citizen engagement, and challenges
in adopting renewable energy sources. The authors argue that the interdependence of tech-
nology and sustainability plays a central role in urban planning, offering recommendations
for improving governance mechanisms and developing collaborative policies to enhance
resilience. These findings align with broader discussions on the need to integrate critical
infrastructures such as energy, transportation, and PayTech systems to strengthen economic
and social stability in smart urban environments.

The study presented in article [5] focuses on the security of smart cities, including
their cybersecurity, through the lens of interaction with critical infrastructure. The authors
emphasize the importance of integrating security measures into the strategic planning of
smart cities to ensure their long-term sustainability, including the use of smart systems for
managing transportation, energy, and infrastructure. Unfortunately, the study covers only
large and medium-sized cities in Poland, which somewhat limits the practical applicability
of the findings in an international context.

The main objective of article [6] is to investigate cybersecurity issues in smart cities,
including the analysis of the technologies used, key challenges, and providing future
recommendations. The article focuses on such components of a smart city as smart grids,
smart buildings, transportation systems, and healthcare, as well as the use of deep learning
methods to ensure security. Most of the content is theoretical in nature, discussing potential
threats and proposing solutions, but practical implementation is weakly covered. For
example, there is no in-depth analysis of security integration with PayTech systems, which
is an important aspect of critical infrastructure.

One of the important aspects of the sustainable development of smart regions is the
integration of financial technologies, such as mobile payment systems Apple Pay and Sam-
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sung Pay, into critical infrastructure. Research [7] shows that mobile payment services have
a significant impact on the value of firms involved in downstream and upstream alliances,
especially through increased innovation capacity and recovery resources. These results
emphasize the importance of embedding financial technologies in critical components of
smart city infrastructure, which can strengthen resilience to cyber threats and increase
citizens’ trust in digital services.

Article [8] aims to explore the role of digital finance in sustainable economic devel-
opment, focusing on its impact on financial inclusion, environmental sustainability, and
macroeconomic stability. The article also analyses the regulatory challenges and priorities
facing digital finance in an era of accelerated digital transformation. At the same time, the
article discusses digital finance in a broad context but does not provide a detailed analysis
of specific technological solutions such as PayTech systems.

A study [9] found that the security of mobile payment services (MPS) platforms and
technologies has a significant impact on users’ perception of metrics such as convenience,
interoperability, and trust, which ultimately contributes to the sustainable development of
smart cities. The paper uses an online survey of 356 users to evaluate the mobile payment
security model, which allows us to draw conclusions based on concrete empirical data.
Unfortunately, most of the data used in the paper are related to the South Korean market,
which may limit their applicability in a global context.

Article [10] provides a valuable overview of the key challenges and potential solutions
for ensuring cybersecurity in smart cities, but it lacks a deeper analysis of specific threats to
PayTech systems and financial sustainability. The use of the proposed solutions by external
auditors and specialists could contribute to increasing citizens’ trust in urban services and
minimizing cybersecurity risks, thereby promoting long-term sustainable development.

The authors of article [11] explore the relationship between financial technologies and
security by conducting a statistical analysis of various variables, such as technology culture,
competencies and skills, and experience in information security. However, the adaptation
of FinTech factors to the operating conditions of critical infrastructure systems in smart
cities is not addressed in the article.

In the context of smart cities, where the integration of PayTech and other digital
technologies is becoming increasingly prevalent, the issues of security and post-attack
recovery gain particular significance. Smart cities require a comprehensive approach to
cybersecurity that considers both protection and effective recovery from incidents to ensure
the resilience and trustworthiness of digital services.

Traditional cybersecurity methods prioritize protection through technologies like
firewalls, encryption, and intrusion detection. In contrast, this research focuses on post-
attack recovery, particularly the roles of internal and external specialists in managing
reputation and business continuity. This study’s focus is on the unique FinTech field and its
specialists, highlighting differences in perceptions among IR, RM, and CISO specialists, as
well as external information security auditors, regarding recovery strategies and responses
to persistent cyberattacks and their aftermath.

Our research [12] provides a comprehensive analysis of technologies that can con-
tribute to the development of smart cities, emphasizing the importance of citizen partici-
pation and the use of decentralized technologies such as blockchain and ICT to improve
urban processes. However, the absence of specific examples and insufficient attention to
financial infrastructure (PayTech) limits the practical application of the proposed solutions.
In the context of sustainable development of smart cities, articles like this can serve as the
foundation for implementing strategies aimed at increasing transparency and trust, which
are important for long-term stability and growth.
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Although the implication of cybersecurity stretches across all business regions, most of
the focus on cybersecurity in the business world centers on the PayTech financial sector (or
PayTech—technology-driven solutions for electronic payments, transactions, and financial
services) because financial information attack leads to a negative stock market reaction [13].
Moreover, compliance with security standards, especially for companies operating in the
finance and payment industries, is the “license to operate”. These companies must employ
external cyber auditors, as well as involve their own internal employees—cybersecurity
specialists. This study addresses a significant gap in understanding recovery strategies
after cyberattacks on critical infrastructure, particularly by comparing the approaches of
internal stakeholders and external auditors. While the research highlights divergent per-
spectives among internal specialists, such as IR, RM, CISOs, and external auditors, several
challenges emerge.

In connection with these differing perspectives, research shows that external auditors
pay more attention to cybersecurity incidents and can also apply more pressure, as external
auditors are responsible for providing reasonable financial assurance statements that a
company is presented fairly and in conformity with information security standards [14].
Nevertheless, for example, according to an Ernst and Young survey, only 7% of Fortune
100 companies disclosed that they perform cyber incident simulations or tabletop exercises,
and only 16 percent of companies disclosed the use of an external independent consultant
to help management with cybersecurity-related practices [15].

Consistent with prior studies, in this research, within our analyses, we have identified a
few current problems: the disparity in approaches to recovering from cyberattacks between
internal company stakeholders and external information security auditors, particularly
in the strategy for recovering a company’s reputation that has been damaged by cyber
incidents. Emphasizing the need for a better understanding of different approaches and
the prevention of information security breaches and reputation damage caused by cyber
incidents, this study proposes two research questions (RQs): RQ1: Do internal stakeholders
(IR, RM, and CISOs) and external auditors differ in their viewpoints on recovery strategies
following cyberattacks? This issue is important because differences in approach can make
it difficult to coordinate recovery from cyberattacks. For example, internal professionals,
such as CISOs and reputation managers, focus on maintaining the continuity of operations
and minimizing reputational risk. External auditors, on the other hand, may emphasize
compliance and independent assessment. Understanding these differences allows for more
balanced and effective recovery strategies. RQ2: Do internal stakeholders (IR, RM, and
CISOs) and external auditors differ in their viewpoints on reputation defense and the role
of the European Union (EU) outside its jurisdiction in cyberattacks? This problem raises the
important issue of the cross-border nature of threats, especially for critical infrastructure
companies operating in international markets. The EU’s role in protecting infrastructure
outside its jurisdiction is to provide regulatory and organizational support. By examining
these aspects, it is possible to identify coordination gaps and develop approaches that will
strengthen global cyber resilience.

To address the research questions listed above, the current study contributes to existing
research in several ways. First, we consider previous studies that focus on cyberattacks’
impact on a company’s reputation, which in turn impacts the company’s share price,
as serious business interruptions after a breach have a significant effect on the value of
companies because of their impact on cash flow [16]. According to David Chinn, senior
partner at McKinsey: “In most cases, company share prices bounce back from business
interruption”. In particular, such damage can be of greater importance and higher impact
if the company is an essential part of critical infrastructures. New risks, vulnerabilities,
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and threats can result in political confrontations; therefore, critical infrastructure must be
protected and resilient [17].

Second, we consider existing frameworks and regulations to enforce several informa-
tion security frameworks and regulations that information security specialists must follow
whenever they are internal or external employees. For instance, the European Central
Bank (ECB) imposes specific information security practices that are crucial for ensuring
cybersecurity in critical infrastructure companies [18].

In the EU is the Network and Information Systems Directive, Version 2 (NIS2) directive
(proposed by the National Institute of Standards and Technology), which aims to establish
a common level of cybersecurity in the EU, with the aim of ensuring the technological and
digital sovereignty of the European Union in the cyber field, as well as managing risk and
reputation. It requires the EU Member States to identify and assess risks to the security
of network and information systems and to take appropriate measures to manage those
risks [19]. This is particularly important for financial markets and company reputation
recovery after cyberattacks [20]. Furthermore, firms with stronger reputations are more
likely to weather market volatility better than those with weaker reputations.

Third, this research examines the view on the boundary conditions for implementing
recovery steps after cyber incidents, such as project management methodologies and collab-
oration with EU authorities. This holistic approach ensures that risk-based decision-making
is integrated into every aspect of the organization, from the strategic to the tactical level.
The PM2 project management methodology (project management methodology promoted
by the European Commission), which was developed and supported by the European
Commission, emphasizes the importance of risk management in recovering from cyberat-
tacks. According to the European Commission, the PM2 methodology uses a structured risk
management process that includes identifying risks, assessing their impact, and developing
and implementing mitigation measures to minimize their impact. In addition to the PM2

methodology, Lean Six Sigma offers a continuous improvement methodology for managing
risks in the cybersecurity context. This methodology begins with quantifying risk and then
focuses on prevention, detection, and remediation. Consequently, Lean Six Sigma is used
to mitigate risks in three ways, including preventing incidents from happening, detecting
incidents as early as possible, and minimizing the impact of incidents that occur [21].
By focusing on these three elements, organizations can minimize the damage caused by
cyberattacks and improve their resilience to future threats.

Finally, our study aims to address the research questions listed above by examining
different viewpoints on different viewpoints on reputation defense and the utilization of
RM tools, which have the potential to restore the value of a company’s shares following
a cyber incident. Such RM tools include transparency in revealing cyberattack incidents
within 24 h, constant communication with key stakeholders through regular channels,
maintaining company news channels for higher-frequency communication, conducting
training for company management and employees on incidents and communication, main-
taining security through secure backup systems and system design review, continuous
improvement through feedback analysis and addressing concerns, and reporting actions
taken before, during, and after incidents.

Dealing with information security attacks requires broad knowledge and involves
people with knowledge from different fields, including IR, reputation relations, and in-
formation security; each of these areas must have a specialist or single point of contact
for these tasks. For example, IR managers are responsible for effectively communicating
an organization’s cybersecurity initiatives and risk management practices to investors,
building trust and confidence in the company’s ability to prevent cyberattacks. Reputation
managers (RM) play a vital role in protecting the organization’s public image and brand
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reputation during and after a cyberattack, implementing strategies to manage the incident,
and restoring trust with stakeholders. CISOs lead the prevention of cyberattacks by im-
plementing comprehensive security measures, assessing risks, and developing proactive
strategies to safeguard critical information and systems from potential threats [22].

Table 1 illustrates the relationship among cyberattacks, the dynamics of company stock,
and RM. The analysis also demonstrates the impact of the participation of professionals,
such as IR and RM specialists, as well as CISOs, on the recovery process.

Table 1. Relationship among cyberattacks, dynamic of company stocks, and RM. Analyses of
cyberattacks/biggest data breaches in the US and the EU that affected companies with more than
10,000 customers or more than 1000 employees and trade on a stock market.

Groups Number RM
Tools Used

Share Price
Recovery Time Share Value Lost

Companies with
Internal CISOs
Position

Companies with
Internal IR or
RM Position

Companies with
Successful RM 7 RM tools 100% 11.2 days 1.1% 92% 97%

Companies with
Poor RM 4 RM tools 58% 19.5 days 2.3% 81% 91%

Source: Int. J. Electronic Security and Digital Forensics, 2022 [22].

1.3. Objectives and Contributions

The main objective of this study is to assess various approaches to recovery after
cyberattacks in critical infrastructure companies and to develop recommendations for
effective strategies and tools for managing reputation and security after cyber incidents.

Research tasks:

- Provide valuable insights into the differences in the perception of recovery strategies
between internal and external specialists.

- Identify the need for the integration of regulatory frameworks to establish a unified
cybersecurity standard.

- Develop recommendations for effective strategies and tools for managing reputation
and security following cyber incidents.

While standards such as the ISO 27000 series [1] provide a common framework for
cybersecurity management, they do not take into account differences in how internal and
external professionals perceive tasks. This study aims to explore these differences, as well
as to identify additional factors, such as the role of RM and cross-border coordination
involving the EU, that are important for cyber resilience.

The present study is one of the first to focus on domain-specific areas requiring
complex and sophisticated knowledge, particularly in the Financial Technology (FinTech)
sector, which has become a critical infrastructure for many companies. By selecting a
representative sample of countries with a high concentration of international FinTech
companies (such as SWIFT, originally a Belgian company from Brussels, and Mall Group,
the largest e-commerce group in Central and Eastern Europe located in Prague. Czech
Republic), this research comprehensively covers potential cybersecurity vulnerabilities
in the FinTech industry from both external and internal perspectives. This approach is
significant because it examines operational recovery strategies and explores the perception
and prioritization of reputation defense, which is crucial for financial recovery following
a cyberattack.

The companies selected for this study conduct a significant portion of their activities
outside EU jurisdiction. This makes them vulnerable to cross-border cyber attacks that
could affect EU interests, even if the attack occurs outside the EU territory.
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The sample size was limited due to the specific nature of the survey, which focused
on high-level professionals with significant experience in cyber security and critical in-
frastructure management. Including more respondents who do not have the necessary
competencies could have reduced the quality and relevance of the findings. Thus, the
sample was focused on highly qualified individuals to ensure the validity of the results.

2. Impact of CI Cyber Security on the Sustainable Development of
Smart Cities

PayTech systems, as an essential part of the FinTech sector, provide the financial
foundation for the functioning of smart cities. They ensure connectivity with energy supply,
healthcare, and transportation systems, allowing citizens to make secure payments for
utilities, transportation costs, and medical services (Figure 1). PayTech infrastructure is
closely integrated with the city’s critical services, making its protection vital to maintaining
the resilience of urban life.
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According to data collected through surveys among cybersecurity and FinTech pro-
fessionals, both internal and external specialists recognize the importance of protecting
financial systems for the sustainable functioning of all components of critical infrastructure.
External auditors and information security specialists often focus on regulatory require-
ments and compliance with standards, such as GDPR, while internal specialists (e.g., CISOs)
pay more attention to protecting operational processes and the company’s reputation.

The data collected in this study revealed several key threats to PayTech infrastructure
that can significantly affect sustainable development (Figure 2).

1. Financial Fraud and Data Manipulation.
One of the most significant threats to PayTech systems is financial fraud. It includes

the following attacks:

- Phishing attacks: Attackers use phishing emails and messages to trick users into
voluntarily providing their credentials or payment information. This not only puts
the personal finances of citizens at risk but also creates risks for the entire financial
system of a smart city.

- Malware attacks: Malicious software can infect users’ devices and compromise
their payment data. Such attacks may include keyloggers that record keystrokes to
capture credentials.

- Transaction manipulation: Attackers can exploit vulnerabilities in PayTech systems to
manipulate payment transactions. This could involve modifying transaction details
(e.g., amount or recipient), which leads to financial losses.
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These threats undermine citizens’ trust in PayTech systems, which can negatively
impact the socio-economic sustainability of smart cities.

2. Denial of Service Attacks (DDoS Attacks).
DDoS attacks are aimed at overloading the PayTech system servers, which leads to the

unavailability of services for users. The consequences of DDoS attacks are as follows:

- Disruption of operations: During an attack, PayTech systems may be unavailable to
users, making it impossible to conduct financial operations, including payments for
utilities, transportation, and medical services. This can create serious problems for
citizens, as many smart city services require timely payment.

- Loss of trust: Frequent DDoS attacks can decrease trust in PayTech systems and lead
users to abandon digital payments, which undermines the adoption of technologies in
smart cities.

These attacks are often used as part of larger-scale cyberattacks to divert attention or
paralyze security measures during other, more targeted attacks.

3. Data Privacy Breaches.
Data privacy is a fundamental factor for PayTech systems. Breaches of privacy can

occur in the following cases:

- Personal data leakage: PayTech systems process a large amount of data, including the
personal and financial information of users. Any data leak can lead to serious legal
and financial consequences for the company and decrease user trust. Personal data
leakage may occur due to both direct attacks and internal employee errors.

- Non-compliance with regulatory requirements: Under strict data protection regula-
tions (e.g., GDPR), data leaks can lead to significant fines and losses for companies.
External auditors involved in this study emphasize the importance of complying with
regulatory requirements and implementing appropriate measures to protect data.

4. Attacks on Trust Chains and Supply Chains.
Many PayTech systems depend on trust chains and integration with third-party suppliers.

- Supply chain attacks: Attackers can target suppliers that provide software or services
to PayTech systems. For example, compromising the security of a service provider
can become an entry point for attackers into the main PayTech system.



Sustainability 2025, 17, 1188 10 of 21

- Trust chain attacks: Using unreliable partners or integrating with insufficiently pro-
tected systems can lead to data loss or compromise of PayTech systems. External
auditors emphasize the importance of verifying trusted partners and constantly moni-
toring their security.

The conducted studies have shown that PayTech financial systems significantly im-
pact the sustainable development of smart cities. In this regard, the following aspects of
sustainability, directly formed by the financial system, can be highlighted:

- Economic Sustainability: The perception of financial sustainability, according to sur-
veyed specialists, depends on the ability of PayTech systems to minimize the costs
associated with cyberattacks. The sustainable development of cities directly depends
on the ability to prevent financial losses and ensure access to critical financial services
for businesses and citizens.

- Social Sustainability: PayTech infrastructure contributes to maintaining citizens’ trust
in the digital services of smart cities. During the surveys, RM specialists emphasized
the importance of proper response to incidents to maintain social trust in PayTech
systems and prevent users from switching to less convenient and less transparent
forms of payment (e.g., cash).

- Environmental Sustainability: PayTech reduces the use of paper money and con-
tributes to the transparency of cash flows. However, the data show that internal
specialists particularly emphasize the need for the enhanced protection of these sys-
tems to ensure the sustainability and reliability of digital financial resources.

Figure 3 presents the chain economic consequences of cyberattacks and security
breaches of PayTech systems as an element of critical infrastructure.
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Thus, it is highlighted that protecting PayTech infrastructure from threats ensures the
financial, social, and environmental sustainability of the critical infrastructure elements of
a smart city, as well as maintains citizens’ trust in urban services. The conducted studies,
which include both internal and external perspectives of professionals in the FinTech field,
emphasize the need to develop comprehensive approaches to protecting PayTech aimed at
ensuring the long-term stability and sustainable growth of smart cities.

3. Data Collection
This section outlines the data collection process and methodology employed, which

focuses on the distinct classification of specific roles, such as IR, RM, CISOs, and exter-
nal information security auditors. The data were collected through the distribution of
anonymous questionnaires among professionals belonging to these relevant occupational
groups. Respondents were given assurance that their responses would be kept anonymous
and confidential. The participants were divided into two groups based on their affilia-
tion as either external or internal employees of a critical infrastructure company, enabling
comparative analysis.

The present study is one of the first to focus on domain-specific areas requiring
complex and sophisticated knowledge, particularly in the Financial Technology (FinTech)
sector, which has become a critical infrastructure for many companies. By selecting a
representative sample of countries with a high concentration of international FinTech
companies (such as SWIFT, originally a Belgian company, and Mall Group, the largest
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e-commerce group in Central and Eastern Europe), this research comprehensively covers
potential cybersecurity vulnerabilities in the FinTech industry from both external and
internal perspectives. This approach is significant because it examines operational recovery
strategies and explores the perception and prioritization of reputation defense, which is
crucial for financial recovery following a cyberattack.

4. Methodology
We processed the data in two stages. On the first level, we mainly used a statistical

analysis of the responses from the survey participants, which is based on the statistical
methods. Then, in order to compare the differences, we utilized a concept analysis of the
survey data, synthesis, and data deduction. The collection of data was carried out through
the distribution of anonymous questionnaires among professionals belonging to relevant
occupational groups of IR, RM, CISOs, and external information security auditors. Prior to
participation, respondents were provided with information about the survey and invited
to collaborate further.

Traditional cybersecurity methods prioritize protection through technologies like
firewalls, encryption, and intrusion detection. In contrast, this research focuses on post-
attack recovery, particularly the roles of internal and external specialists in managing
reputation and business continuity. The originality of this study lies in its focus on the
unique FinTech field and its specialists, highlighting differences in perceptions among
IR, RM, and CISO specialists, as well as external information security auditors, regarding
recovery strategies and responses to persistent cyberattacks and their aftermath.

While existing frameworks focus on attack prevention and detection, this study high-
lights divergent recovery approaches. External auditors tend to prioritize compliance
and regulation, while internal teams focus on rapid response and reputation defense.
This reveals a critical gap in existing frameworks, which may overlook the importance of
reputational and financial recovery after a cyberattack.

Given the limited number of companies in the cybersecurity payment and FinTech
sector, this study addresses potential vulnerabilities by examining countries with a dense
presence of payment industry firms, allowing for insights from both internal and external
viewpoints. The sample size of 120 participants, while appearing limited, is appropriate
given the specific focus of this study on the niche field of FinTech and payment system
cybersecurity. The companies surveyed represent critical players within the PayTech
industry, which is particularly relevant, as these organizations are directly involved in
digital financial transactions—one of the highest-risk areas for cyberattacks. Additionally,
these companies operate in multinational environments, adding diversity to the sample, as
they deal with varying regulatory frameworks, including European cybersecurity standards
that are crucial to follow for FinTech companies who want to operate in the EU market.

The respondents were requested to indicate their level of agreement with ten state-
ments using the Likert scale method, which encompasses a six-point scale ranging from
“bad” to “positive”. The survey was conducted across three companies that operate in
similar domains. The first company, Mall Group a.s., is based in the Prague, Czech Republic,
the second company, Worldline S.A., is based in Belgium, Bruselles (including their EU
offices), and Advantio Ltd. is a qualified security assessor that is mainly based in Dublin,
Ireland. Advantio is a specialized organization that has been certified and authorized
for Payment Card Industry (PCI) security assessments. These companies operate within
the PayTech and online e-commerce sectors, which play a critical role in essential infras-
tructure functioning within a dynamic digital landscape. The respondents have expertise
and experience in their fields. Respondents received assurance that all responses were
anonymous and confidential. The respondents were divided into two groups according to
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their professional roles. Survey data were collected between December 2022 and February
2023. The total number of respondent samples was 120, and of these, 47 were provided by
external information security auditors.

The results obtained were used to draw conclusions. A comparative analysis among
the companies revealed similarities in their respective domains of work, specifically their
involvement in the PayTech industry and critical infrastructure business operations.

Due to the limited research conducted on recovery approaches for critical infrastruc-
ture companies after a cyberattack, particularly concerning insights from IR, RM, and CISO
specialists and external information security auditors, and the absence of a definitive con-
clusion regarding these two groups, this research aims to address this gap in the academic
literature. To fill this gap, this study’s hypotheses are defined as follows:

Hypothesis 1. There are discernible differences in the perceptions of specialists’ roles in the re-
covery of cyberattacks among IR, RM, and CISO specialists and external information security
auditors. The results of this study confirmed that the differences in the perceptions of cyberat-
tack recovery professionals are significant. These differences highlight the need for coordination
between internal and external actors to create integrated strategies that address both operational and
regulatory aspects.

Hypothesis 2. The presence of RM tools can help restore the reputation of a company and
simultaneously restore the value of its shares. While the results confirm the partial impact of RM
tools on shareholder value recovery, further research is needed to assess the long-term effect of these
tools. This may include analyzing industry specifics and the timeframes for incident recovery.

The findings for hypothesis H1 emphasize the importance of RM tools, which are
not adequately addressed in standards such as ISO 27000. These tools play a key role in
restoring trust and minimizing financial losses after incidents.

Hypothesis 3. Active intervention by the European Union (EU) is necessary to protect critical
infrastructure owned by the EU but located outside its jurisdiction.

The European Union’s role in protecting critical infrastructure located outside its
jurisdiction is driven by the global interconnectedness of economies and infrastructures.
Cyberattacks on such facilities can lead to serious economic and social consequences,
affecting both the companies themselves and EU states. EU engagement in these processes
helps to equalize international cybersecurity standards and strengthen the resilience of
global systems.

The survey methodology involved the incorporation of specific questions aligned
with each hypothesis, as outlined in the subsequent numbering within the resultant table.
These questions were designed to empirically assess the hypotheses in question (Table 2).
Notably, the statistical analysis aimed to scrutinize the disparities in evaluations provided
by distinct groups of experts. In line with this goal, the questions for the hypotheses were
distributed as follows:

H1. The questions pertinent to this hypothesis encompass Question 1, Question 2, Question 3, and
Question 5.

H2. The hypothesis denoted as H1 is evaluated through the inclusion of Question 1, Question 2,
Question 4, and Question 5.
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H3. The assessment of H2 is contingent upon the responses to Question 4, Question 5, Question 6,
and Question 7.

Table 2. Companies’ short profiles.

Company Mall Group Worldline SA Advantio

Country Czech Republic Belgium Ireland

Primary domain of
business operations

E-commerce and
online retail

Payment
processing and
digital solutions

Cybersecurity

Critical
infrastructure

operations

Full range of digital
e-commerce services for
the international market.

Marchant and
acquirer solution

PCI security
assessments

Source: crunchbase.com; bloomberg.com.

The questionnaire was developed using a Likert scale [23], which allowed standard-
ized and reliable data to be collected. This approach is widely used in studies aimed at
measuring the opinions of professionals. We limited the questionnaire to seven questions
to minimize the cognitive load on respondents working in high-stress environments and
to focus on key aspects, such as recovery strategies and RM. Future research involves
extending the questionnaire for more in-depth analyses.

Subsequent to the statistical analysis, the results of the survey were synthesized into
a final table. This table encapsulates the outcomes of the survey responses, ultimately
portraying the correlation between the posed questions and the established hypotheses.

Calculation method: We calculated the mean, variance, and standard deviation. The
calculation of the mean and random error was based on Student’s t-test hypothesis test
statistic. This method, developed by statistician William Sealy Gosset, was most com-
monly applied when the test statistic would follow a normal distribution of the value [16].
Student’s t-test is expressed as follows:

t =
x − y√

σ (nx − 1)σ2
x +

(
ny − 1

)
σ2

y

·√
(
nx + ny − 2

)
n1 + n2

(1)

The calculated test statistic for our sample is: t = 4.095;
Number of degrees of freedom: df = 12;
The critical values of the parameters:
p ≤ 0.05 tkp = 2.18
p ≤ 0.01 tkp = 3.06
t > tkp;
Depression:
Dx = σ2

x = 0.211
Dy = σ2

y = 0.079;
The root-mean-square deviation
σx = 0.459
σx = 0.281;
Number of questions:
nx = ny = 7.
As for data collection, the use of anonymous questionnaires is limiting, and future

studies should incorporate pre-testing and validation to ensure reliability. The inclusion
of qualitative methods, such as interviews or focus groups, would provide richer data,
allowing for a more nuanced understanding of the participants’ experiences and views, es-
pecially in a complex field like cybersecurity. The statistical analysis, particularly Student’s

crunchbase.com
bloomberg.com
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t-test, was applied to compare the mean ratings of these two groups, and the significant
divergence observed confirms the initial hypothesis that internal and external specialists
view recovery strategies differently (Table 3). Internal specialists, such as IR and RM
professionals, are more inclined to support frameworks like Lean Six Sigma and PRINCE2
because these methodologies align with their focus on rapid recovery, reputation defense,
and operational continuity. Their proximity to the company means that they are directly
impacted by the reputational and financial outcomes of cyberattacks.

Table 3. Statistical analysis: mean ratings.

Question Internal
IR/RM Specialists, CISOs

External
Information Security Auditors

1 3.5 2.75
2 3.5 2.9
3 3.63 2.85
4 2.69 2.8
5 3.97 3.35
6 4.3 3.55
7 3.55 2.95

Mean ratings x = 3.59 y = 3.2

5. Results
This study presents an analysis of the data collected between December 2022 and

February 2023, focusing on the approaches employed by specialists, including IR, RM,
and CISO specialists, as well as external auditors representing the company, who provide
information security audits for critical infrastructure companies that operate in the PayTech
and e-commerce domains. Additionally, this research explores the option of the utilization
of project management methodologies by different groups of professionals and attitudes
to intervention by the European Union (EU) after cyberattacks on entities that are based
outside the EU. The findings shed light on the strategies and practices employed by these
specialists and highlight the significance of effective project management in ensuring the
resilience of EU critical infrastructure (Table 4).

This study highlights the considerable challenges involved in preparing and respond-
ing to cyberattacks, emphasizing the importance of implementing robust security measures
within critical infrastructure companies. The insights were obtained from IR, RM, and
CISO specialists, along with external information security auditors, who often see the
background of an internal CISO position and IR and RM specialists differently. Further-
more, the analysis reveals notable differences in the perception of project management
methodologies (such as Agile, Lean Six Sigma, PRINCE2, PM2) and the role they play, as
well as the significance of RM within the context of stock price recovery strategies [24].

In line with the proposed hypotheses, the findings highlight contrasting perspectives
on the roles of specialists involved in recovery after cyberattacks. While a substantial
portion of IR and RM specialists and CISOs expressed agreement (40%) or strong agreement
(57%), information security auditors, who serve as external auditors, showed a tendency to
“strongly disagree” (20%) or “disagree” (10%) that an internal CISOs position, along with
IR and RM specialists within critical infrastructure organizations, is sufficient to effectively
mitigate reputation damage following a cyberattack. To address divergence in the mean
ratings, we applied a statistical examination through the application of the Student’s t-test.
In the context of the current study, the investigation into the contrasting perspectives
held by internal and external specialists, namely, internal (IR/RM specialists, CISOs) and
external (information security auditors), has revealed a substantial disconnect between
their mean ratings. This pivotal disparity strikes at the heart of the null hypothesis initially
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posited for this research. As the mean ratings of these two specialized groups fail to align,
the conditions required for the H0 hypothesis to hold true are not met.

Table 4. Comparison of insights from IR, RM, and CISO specialists and external information
security auditors.

Question
Number

Questions
Internal

IR/RM Specialists, CISOs

External
Information Security

Auditors

1 2 3 4 5 1 2 3 4 5

1

In the event of a cyberattack, are there RM
tools that can assist in restoring the
company’s reputation and simultaneously
recovering its share value?

0% 10% 30% 60% 0% 0% 25% 40% 20% 5%

2

Do you believe companies providing critical
infrastructure should establish their own
internal CISO position, as well as dedicated
IR and RM specialist positions?

3% 0% 43% 52% 2% 10% 20% 40% 30% 0%

3

Do you believe that having an internal CISO
position, along with IR and RM specialists,
within critical infrastructure organizations is
sufficient to effectively mitigate reputation
damage following a cyberattack?

0% 0% 40% 57% 3% 20% 10% 40% 25% 5%

4 Should CISOs be limited to individuals with
only an IT background? 2% 57% 36% 5% 5% 10% 15% 60% 15% 0%

5

Is it advisable to base reputation defense after
cyberattacks and stock price recovery
strategies on methodologies such as Agile,
Lean Six Sigma, PRINCE2, or PM2?

2% 3% 30% 26% 39% 0% 15% 45% 30% 10%

6
Do you think that critical infrastructure
businesses have industrial dependence on
external IT vendors?

2% 10% 16% 72% 0% 0% 10% 25% 65% 0%

7

Do you agree that the European Union (EU)
should play a vital role in safeguarding
critical infrastructure entities located outside
its jurisdiction?

0% 7% 33% 58% 2% 15% 10% 40% 35% 0%

Note: 1 = strongly disagree, 2 = disagree, 3 = agree, 4 = strongly agree, 5 = do not know. The tables show a
percentage (%) of the total number of respondents in the whole sample.

Perceptions regarding the importance of reputation defense and stock price recovery
strategies based on RM tools were supported differently by two groups of specialists in
the research (H1). The findings yielded valuable insights into the perspectives of both
internal and external specialists. A total of 60% of IR, RM, and CISOs “strongly agree”
that the presence of RM tools can help restore the company’s reputation and aid in the
recovery of its share value. In comparison, only 20% of external auditors hold a different
viewpoint, indicating a significant difference between the two groups. This divergence can
be attributed to the natural interest of internal employees in maintaining the company’s
good reputation, as they are directly associated with the organization. Conversely, internal
professionals recognize the importance of engaging external resources to effectively address
reputation damage caused by cyberattacks. These contrasting perspectives shed light on
the complex dynamics involved in mitigating reputation damage and underscore the need
for comprehensive strategies that incorporate both internal and external expertise in the
aftermath of cyberattacks.
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The results reveal that a significant percentage (58%) of IR, RM, and CISO specialists,
along with 35% of external information security auditors, “agree” or “strongly agree” with
the notion that the EU should play an active role in securing EU critical infrastructure
entities located abroad. These results thereby support H2.

In addition, we can highlight that a majority of IR and RM specialists and internal
CISOs (26% and 39%, respectively) “agree” and “strongly agree” that standard industry
best practices, such as Agile, Lean Six Sigma, PRINCE2, and PM2, can serve as a foun-
dation for reputation defense and stock price recovery strategies following cyberattacks.
Interestingly, the information security auditors showed even higher levels of agreement,
with 45% and 30% stating that they “agree” and “strongly agree”, respectively, which can
be attributed to their IT-oriented and process-driven backgrounds, often supported by
IT-related certifications necessary for their roles in the information security audit domain.

The obtained results emphasize that ensuring the sustainability of smart cities requires
the integration of critical infrastructure cybersecurity into strategic management. This is
particularly relevant for systems such as PayTech, which provide financial support and
serve as a connecting link between key components of a smart city, including energy,
transportation, and healthcare. The reliable operation of PayTech systems contributes to
strengthening economic sustainability by reducing financial risks, improving social sus-
tainability by enhancing citizens’ trust in digital services, and maintaining environmental
sustainability by promoting transparency and minimizing resource usage.

These aspects of sustainability should become key benchmarks for the development
and implementation of recovery strategies after incidents. They confirm that the effective
management of cyber threats not only protects infrastructure but also fosters the long-term
development of smart cities, ensuring their economic and social stability.

6. Conclusions and Discussion
The cybersecurity of infrastructure is an integral element of the sustainable develop-

ment of smart regions. Smart city systems include various components, such as energy
supply, transportation, healthcare, and financial systems—all of which must function in a
secure and stable environment to ensure sustainability and growth. In this context, it is
especially important to pay attention to the integration of PayTech systems as part of the
entire critical infrastructure of smart cities.

PayTech systems are deeply integrated into the critical infrastructure and provide
financial support, playing a connecting role between various components of the smart
city. The majority of transactions in modern society are conducted automatically through
online payment systems and PayServices, demonstrating the growing reliance on digital
financial platforms for day-to-day operations. This enables FinTech companies to play
a foundational role in building smart region ecosystems where interconnected services
provide efficient, secure, and sustainable solutions for citizens and businesses alike.

These facts make the cybersecurity of financial transactions not just one of the tasks
but a key element in ensuring the sustainable development of all other components. The
reliable operation of PayTech systems contributes to both economic and social sustainability,
maintaining citizens’ trust in urban services.

This article addresses the question of whether internal and external professionals who
represent PayTech and online e-commerce sectors have differing viewpoints on recovery
strategies following cyberattacks. Notably, the findings underscore the contrasting perspec-
tives between internal specialists, including IR, RM, and CISO professionals, and external
information security auditors, highlighting the divergent views on the effectiveness and
importance of reputation defense and stock price recovery strategies based on RM tools.
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Additionally, this research supports the notion that the EU should play an active role in
securing EU critical infrastructure in smart cities and smart ecosystems.

It also highlights the shared belief among specialists, both internal and external, regard-
ing the value of industry best practices like Agile, Lean Six Sigma, PRINCE2, and PM2 as
foundations for reputation defense and stock price recovery strategies. This study explores
the evolving landscape of cyber threats and the involvement of both internal professionals
and external specialists in formulating effective response strategies. It specifically analyzes
the divergent viewpoints between external auditors, who assess a company’s compliance
with information security standards and regulations, and internal CISO positions, along
with other aspects of the company’s recovery strategy following a cyber incident.

The findings underscore divergent perspectives between internal and external pro-
fessionals; however, the practical implications of these differences are not fully explored.
This paper emphasizes that companies may need to integrate external auditing processes
more deeply into their incident response plans to ensure that both internal operations and
external compliance measures are aligned. On the other hand, external auditors prioritize
compliance, regulation, and objective adherence to standards like the NIST Cybersecurity
Framework. They may not view internal methodologies like Lean Six Sigma as central
to their audit or recovery roles, which explains their lower agreement rates. The differ-
ences in their responses underline the need for collaboration between these groups, as
internal specialists focus on business continuity and reputation defense, while external
auditors ensure that regulatory requirements and compliance are upheld. The results
suggest that combining both perspectives is critical for developing comprehensive cyber
recovery strategies.

On the other hand, external auditors prioritize compliance, regulation, and objective
adherence to standards like the NIST Cybersecurity Framework. They may not view
internal methodologies like Lean Six Sigma as central to their audit or recovery roles, which
explains their lower agreement rates. The differences in their responses underline the need
for collaboration between these groups, as internal specialists focus on business continuity
and reputation defense, while external auditors ensure that regulatory requirements and
compliance are upheld. The results suggest that combining both perspectives is critical for
developing comprehensive cyber recovery strategies.

Considering the rising number of legislations and regulations at the EU level, par-
ticularly in the domains of information security, e-commerce, and the payment industry,
the role of external auditors has become vital for overall information security strategies
and the mitigation of cyberattacks. This study emphasizes the importance of collaboration
between internal employees, such as IR and RM specialists, and external auditors to ensure
swift recovery following a cyber incident. The results of this study reveal noteworthy
discrepancies in viewpoints between internal professionals involved in RM defense and
external auditors. Additionally, external auditors hold distinct expectations from internal
CISOs, which may require essential alignment prior to conducting an information security
assessment. This disparity provides valuable insights for organizations aiming to effectively
respond to cyberattacks and manage reputational risks.

It should be noted that the limitation of the researcher sample is due to the need to
obtain data exclusively from professionals with in-depth knowledge and experience in
RM, cybersecurity, and critical infrastructure. Including more respondents without this
level of training could have skewed the results of this study by adding subjective or less
accurate responses. Thus, the main contribution of this study can be summarized through
the following points.

The findings highlight several key gaps in current security standards, such as ISO
27000. Firstly, the standards do not take into account the different priorities between
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internal and external specialists, which can lead to inconsistencies in dealing with cyber
incidents. Second, insufficient attention is paid to RM as a key aspect of recovering from
attacks. Finally, cross-border coordination, especially in the context of protecting EU critical
infrastructure outside its jurisdiction, remains an unresolved challenge. These findings
emphasize the need to complement existing standards with new recommendations that
take into account real challenges and perspectives.

1. Enhancing Sustainable Cyber Resilience through Recovery Approaches: Differences in
the recovery approaches between internal and external specialists allow for a deeper
understanding of protection and recovery mechanisms. Internal specialists focus
on safeguarding reputation and sustainable operational continuity, while external
auditors emphasize compliance with regulatory requirements and independent eval-
uation. This understanding helps develop comprehensive recovery strategies that
include both internal and external aspects, thereby contributing to the sustainable
development of smart cities.

2. Supporting Sustainable Economic Resilience: This study also shows that financial
transactions facilitated by PayTech systems play a key role in maintaining the sus-
tainable economic resilience of smart regions. The security and reliability of financial
operations ensure the continuity of critical services, such as payment for utilities and
transportation expenses, which, in turn, reduces economic risks and enhances the
sustainable resilience of urban infrastructure.

3. Strengthening Sustainable Social Resilience: The reliable functioning of PayTech
systems helps maintain citizens’ trust in digital urban services. In this study, RM
specialists emphasized the importance of proper incident response to maintain sus-
tainable social trust in PayTech systems, which helps prevent users from switching to
less convenient payment methods, such as cash transactions.

A future iteration of this study could delve into specific recovery strategies by analyz-
ing individual cyberattack incidents on FinTech companies, examining internal manage-
ment responses and the role of external auditors. This approach would enhance compre-
hensiveness and provide deeper insights.

The opinions regarding the role and interaction of the European Union (EU) with
critical infrastructure entities after a cyberattack can differ between two groups and require
separate analysis. These opinions can be compared in the context of cyberattacks to
assess alignment. The other limitation is that the current research only concentrated on
examining viewpoints regarding reputation defense within the specific financial domain,
specifically in areas such as PayTech and e-commerce. This focus was driven by the
recognition of the heightened compliance requirements imposed by regulatory bodies like
the European Central Bank and international information security operational standards.
These stringent standards serve as essential guidelines for businesses in securing and
safeguarding consumers’ assets and personal data. Also, future research should delve
deeper into the specific challenges faced by organizations and explore additional factors that
influence reputation defense and stock price recovery in the aftermath of cyberattacks. In
addition, future research will focus on expanding the sample by involving more companies
and respondents. At the same time, the key selection criterion will remain a high level
of competence of the participants in order to maintain the quality and accuracy of the
data collected.

This research is a pilot study aimed at identifying key differences in approaches
to recovering from cyberattacks among internal and external professionals. Despite the
limited number of respondents, the results emphasize the importance of coordination and
the need to integrate recovery and RM strategies.
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To further develop the research topic, it is planned to expand the sample to include
more companies from different industries and regions. This will allow the views of profes-
sionals working in different environments and with different cybersecurity expertise to be
taken into account.

Thus, this research provides a basis for further research on cyberattack recovery
strategies and RM in the face of cyber threats. Future studies will expand the sample of
respondents to include companies from different industries and regions, as well as analyze
real-life cyberattack cases to provide a more in-depth and informed perspective.

For better clarity, the main findings of this study are summarized in the table below
(Table 5). It consolidates the core aspects, including distinctive features, achieved objectives,
and recommendations for future research.

Table 5. Key findings of this study.

Key Aspects Description

Scientific Novelty

A comparative analysis of recovery approaches after cyberattacks between
internal and external specialists (IR, RM, CISOs, and external auditors) is
conducted for the first time.
Differences in priorities and approaches are identified, which were
previously insufficiently covered in the literature.

Significance of this Study

This study emphasizes the importance of integrating internal and external
approaches to enhance the resilience of critical infrastructure in
smart cities.
Practical recommendations are proposed for reputation protection,
compliance, and recovery after attacks.

Achieved Results

The significance of reputation management (RM) in restoring stock value
after cyberattacks is confirmed.
Methodologies (Lean Six Sigma, PRINCE2, PM2) are recognized as key for
effective recovery project management.
The EU’s critical role in protecting critical infrastructure is highlighted.

Distinctive Features

This analysis focuses on PayTech and FinTech companies, enabling the
extrapolation of findings to an essential sector of critical infrastructure.
A combined methodology of surveys and statistical analysis ensures the
reliability of the results.

Achievement of Research Goals
The research goals are achieved. The impact of cyber threats on the
sustainable development of smart cities is assessed, and recommendations
for reputation management and infrastructure recovery are developed.

Recommendations for Future Research
Expanding the sample size by including representatives from other critical
infrastructure sectors.
Analyzing specific cyberattack cases to develop targeted recovery strategies.
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